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Abstract

Owing to the growing popularity of cloud computing, many companies are moving
their applications to the cloud. Aveso OY is an IT company looking to migrate its
on-premises integration software to the cloud. Microsoft’s cloud-based integration
service Azure Logic Apps is chosen as the target platform. While migration
tutorials are abundant, models for analyzing the suitability of cloud services are
scarce. For the thesis, the Cloudstep migration decision process is used to
investigate the compatibility between Azure and Aveso’s application. Cloudstep is
relatively old and intended for general use. Therefore, its usefulness for modern
cloud services is investigated. After performing the decision process and creating a
small-scale pilot project in Azure Logic Apps, both the cloud platform and
Cloudstep are evaluated. On Azure, Function Apps is the superior option to Logic
Apps for Aveso’s integration application. Cloudstep has several benefits, namely
the clarity provided by profiles. Its weaknesses involve redundant steps and the
difficulty of creating an accurate cloud provider profile during the first iterations.

By encouraging testing before starting the analysis, Cloudstep better fits Azure.

Keywords: Cloud computing, cloud migration, data integration, Cloudstep, API,

Azure
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1. Introduction

There is no doubt that cloud computing has gained tremendous popularity during
the last decade. The shift to cloud services has benefited small businesses and large
companies alike due to lower up-front costs and a higher level of scalability. By
transferring maintenance over to a cloud provider, the threshold for accessing high-
end hardware from anywhere in the world is now lower than ever. Working from
home has become a regular occurrence in the past few years, and cloud computing’s
benefits extend to remote working. Flexibility and greater security compared to
saving data locally on employees’ devices are only some of the advantages that
have become visible due to widespread remote work. Given the surge in popularity
of cloud services, it is easy to look at cloud computing through rose-tinted glasses.
Moving an existing application to the cloud is not an easy task, especially
considering the number of distinct cloud providers that are available, all with their
strengths and weaknesses. As seen in this thesis, it can be unclear what services to
use on the same platform. A topic that is ignored in many cases is investigating
whether an application benefits from cloud hosting, i.e., if cloud migration is

necessary at all.

The IT company Aveso currently manages several programs that combine data
from separate sources for various corporations. One of these so-called integration
services has been selected as a prime candidate for a cloud migration experiment.
There are numerous guidelines for moving applications to the cloud, both official
documentation by provider companies and paid consultation services by third-party
corporations. A common factor for most guidelines is that the platform’s suitability
is not questioned, and it is up to the customer to determine it in advance. In this
thesis, a cloud migration decision model intended for general contexts will be

utilized to analyze the appropriateness of the selected cloud platform.

In addition to investigating how well Aveso’s integration application works on
Microsoft’s cloud service Azure, the thesis’ main research question will concern
how valuable a general decision process will be in our specific integration case.
Analyzing existing migration suitability processes would allow pointing out
improvements that can be used for similar scenarios. As no public decision process
exists for Azure, the relevant aspects of the results could be applied for potential
models in the future.



The thesis will begin in Chapters 2 and 3 with an overview of cloud computing,
followed by descriptions of the main aspects of migrating an application to the
cloud. In Chapter 4, data integrations will be discussed, focusing on integration
structure and types. Chapter 5 will describe the case in closer detail, while the
migration process will be detailed in Chapter 6. In Chapter 7, the results of both the
decision model and the cloud migration itself will be analyzed. Finally, concluding
remarks of the thesis and suggestions for future research and improvements are
discussed in Chapter 8.



2. Cloud Computing

Until recently, the standard way for companies to run applications was to install
them on their hardware. This way of running services locally, on-premises, requires
the person or organization to either develop the software themselves or purchase it
from a company. Deploying the products to an existing computing infrastructure is
usually a costly project, requiring thorough planning, technical know-how, and
possibly additional investments to hardware capacity. The high expenses of scaling
up the business were the main barrier holding smaller companies from expanding.
During the early 2000s, an alternate solution, cloud computing, started to develop.
Introduced to the masses by Amazon in 2002, Amazon Web Services (AWS) was
the first large-scale public cloud service where the provider company supplies the
user with computing power and storage. Therefore, users can run applications
remotely on the servers without necessitating any active control. Cloud computing
has since gained traction, with industry giants such as Microsoft and Google also
providing cloud platforms. Spending on cloud services has increased yearly, with
forecasts predicting a growth of 23% to $332 billion in 2021 [1]. This chapter will

describe the main principles of cloud computing.

2.1 Definition
The National Institute of Standards and Technology (NIST) has the following in-

depth definition: “Cloud computing is a model for enabling ubiquitous, convenient,
on-demand network access to a shared pool of configurable computing resources
(e.g., networks, servers, storage, applications, and services) that can be rapidly
provisioned and released with minimal management effort or service provider
interaction” [2] . Other definitions, including IBM’s [3], furthermore emphasize the
fact that the computing resources are accessed via the internet. The term “cloud”
stems from how external networks were illustrated, in that services are run
somewhere else than the user in a large cluster of objects. Cloud computing merges
data from several resources using hardware virtualization (see 2.4.2). The
virtualization of the computing hardware allows for dividing the resources amongst
several users. Cloud services are not synonymous with cloud computing, as they
refer to the business products delivered in real time over the internet using cloud

computing. NIST further defines cloud computing using what many call the 5-4-3



principles of cloud computing: Characteristics, deployment models, and service

models.

2.1.1 Cloud characteristics

NIST considers the following five characteristics to be essential for any cloud

computing model:

1. On-demand self-service: Computing abilities can be provided automatically

without control actions by humans.

2. Broad network access: Resources are available via the internet or local area
network, with low latency, supporting standard devices such as computers,

phones, and tablets.

3. Resource pooling: Multiple consumers can use the same physical
infrastructure simultaneously isolated from each other, and resources are

dynamically allocated based on demand.

4. Rapid elasticity: The cloud service should scale elastically, providing no

limit on capabilities for the user.

5. Measured service: The usage of resources is measured, allowing users only
to be billed accordingly. Payment models can range from “pay-per-use” to

subscriptions with a set price each month.

In Essentials of Cloud Computing, K. Chandrasekaran adds 14 requirements to the
list, specifically for cloud services [4]. Many of the requirements touch on the same
subjects as NIST’s characteristics. However, some notable additions are
interoperability and security: It is expected that the cloud environment has
established specifications. Additionally, cloud providers must strictly control

access to various resources.

2.1.2 Deployment Models

Cloud services can be deployed in a variety of ways, depending on the location and
structure of the organization. If the cloud infrastructure is exclusively for internal
use, it is private. A private cloud gives the company the benefits of cloud computing
(see 3.2), except that the IT department is still accountable for managing the cloud
[5]. This approach has advantages and disadvantages, as the company does not
depend on a third party (the cloud vendor) in case of outages while offering deeper
configuration options. The drawback is that running a private cloud requires
technological expertise not necessarily found in every organization. If access rights

are expanded slightly to allow shared use by several organizations with the same
4



interests, the term community cloud is used. Opposite on the spectrum is public
clouds, accessible to the general public. Finally, combining two or more of the
previously mentioned deployment models creates a hybrid cloud. Due to the high
popularity of public clouds, when people refer to cloud computing, they often
pertain specifically to public clouds. Contrary to private clouds, the cloud service
provider is responsible for managing and maintaining the system. As the user base
in public clouds is substantial, security concerns are even more paramount

compared to other deployment models.

2.1.3 Service Models

According to NIST, there are three standard service models for cloud computing,

the first of which is Software as a Service (SaaS). Sometimes the SaaS service
model is referred to as cloud applications. This service model offers the highest
level of abstraction, supplying the consumer with applications running on the cloud
provider’s servers. The customer does not control or see the underlying
infrastructure unless the cloud provider has expressly provided configuration
settings for the application. With Platform as a Service (PaaS), consumers are
provided with a development environment, making it possible to create
applications. The PaaS vendors are responsible for managing the underlying
hardware.

Moreover, PaaS includes several sub-models, for instance, Data Platform as a
Service (dPaaS) and Integration Platform as a Platform (iPaaS) for data
management and integration flows. If a customer demands even more control of
the process, they can choose Infrastructure as a Service (laaS). With laaS,
consumers are in charge of the operating system, storage, applications, and
particular network elements, namely firewalls and virtual local area networks.
Using abstraction, low-level settings such as data partitioning are controllable using
APIs (see 2.5). Researchers use the term Anything as a Service (XaaS) as an all-
encompassing term to express the increased rate of selling technology as services.
Businesses are not confined to the three models proposed by NIST, and today,
specific utilities, including databases and security, can be sold as cloud-based

services [6].

2.2 Benefits and Disadvantages

The continual growth of the cloud computing market can be attributed to the high

number of benefits involved in the process. Many advantages have become even

5



more evident during the COVID-19 pandemic [7]. Resources on the cloud are by
design accessible at any time from anywhere in the world. In addition to the
necessary support for remote working, teamwork and overall collaboration are
enhanced by shared access to applications and documents. Cloud computing offers
a nimbler way to regulate system productivity compared to a traditional on-
premises solution. Users can quickly scale the used resources to match the demand
to reduce redundant overhead and, therefore, operational costs as well. Capital costs
also decrease significantly, as significant investments into hardware and licensing
fees are no longer necessary. As the user installs no physical hardware, the time to
deploy is likewise shortened, as is the time and work involved with updating cloud
applications. There is less need for in-depth knowledge in areas like server
installations, minimizing the requirement for specially trained personnel. Cloud

services can furthermore be deployed to users worldwide simultaneously.

A considerable drawback involving cloud computing is the requirement of a
constant, high-speed network connection for it to function. Even if the user’s
connection is stable, high traffic on a cloud server can still lead to high response
times. Even if the internet connection is not a problem, companies are still faced
with the issue of resource ownership and control. Ultimately, users are at the mercy
of the cloud vendors, with possible restrictions on the availability and more
complex configurations. The two most significant concerns for users moving into
clouds are security and data privacy [8]. For companies handling sensitive data,
storing information on the cloud can make it more susceptible to cyber threats such

as data breaches, data loss, and account hijacking.

It is worth bearing in mind that data safety provided by the cloud can, in some cases,
benefit a company, depending on its size and access to security infrastructure.
Smaller companies might prefer cloud providers’ data safety and backup options
with vastly developed security controls compared to their own. Ultimately, it is up
to the end-user to decide if they trust their on-premises solution or the cloud. The
level of accessibility of cloud services can also be either a positive or a negative
based on client requirements. All cloud providers offer service level agreements
(SLAs) for their services. SLAs are contracts between customers and service
providers where aspects such as availability and quality are agreed upon. SLAs can
have different tiers based on pricing, with compensations if the agreement is
broken. The guaranteed availability of 99.9% is expected for cloud services and is
sufficient for most companies, sometimes even better than what corresponding on-

premises options would achieve. Nevertheless, the resulting allowed downtime of



44 minutes per month can be a dealbreaker if uninterrupted access to the service is

critical.

2.3 Microsoft Azure

Microsoft’s cloud computing service Azure [9] was launched in 2010 as a PaaS
product, competing against rivaling cloud services Amazon EC (Elastic Cloud) 2
and Google App Engine. The Azure platform initially focused on four pillars:
computing services, blob storage, database services, and the Azure Service Bus, a
messaging service originating from BizTalk. Azure has since expanded, with the
platform now offering over 200 cloud services and products, including solutions
for Big Data, IoT and data integration. Relevant tools and applications on Azure
will be presented in Chapter 4. Actual subscriber amounts cannot be found on the
web, although in 2018, it was reported that Azure gathered 120,000 new
subscriptions per month while managing 95% of all Fortune 500 companies on its

cloud services. [10]



3. Cloud Migration

Because of the increased appeal of cloud computing, many companies have started
to migrate their technically outdated applications to the cloud. These are often
referred to as legacy applications, systems that work as initially intended but do not
allow for implementations of newer technology, therefore hindering growth and
interactions with modern systems [11]. Migrating a legacy application to the cloud
is not a straightforward procedure, and neither is it a “fix-all” solution that
automatically reduces costs and maintenance. Every aspect of the migration process
must be thoroughly examined in advance. The risks and benefits of the migration
should be assessed to ensure that the chosen cloud platform is a good match for the
application in question. It might even be beneficial to take a step back and look at
the entire organizational profile and end goals of the application to evaluate if cloud
migration is even warranted. This chapter will discuss cloud migration models and

strategies, followed by an example model [12].

3.1 Migration Models

Cloud migration models are structured methodologies to help users make informed
migration decisions and choose a cloud platform. Migration models have been
created in the realm of academics for public use but have also become a service for
specialized companies. Cloud providers, namely Microsoft and Amazon, have
published their migration models [13] [14] that are to some extent tailored to their
services but nevertheless valuable for general cases. Although migration models
can vary in business area and scope, they generally contain the following steps in
one shape or form: Assessment, planning, execution, validation, and operation.
Depending on what is emphasized in the migration model, steps can be missing,
combined, or further divided into more parts. The iterative approach is common for
all models: After the migration is executed, goals can be set for the next iteration

after evaluating the results.

The first phase, assessment, generally involves selecting a cloud provider,
reviewing the purpose of the migration, performing technology and business
analyses followed by a workload estimate. Migration to the cloud can be motivated
by a variety of triggers, including changes in capacity needs and cybersecurity
threats. Therefore, it is reasonable to investigate how significant the benefit of using

cloud computing is in concern to the trigger. Business analysis can be done using
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metrics such as the return of investment (ROI). In contrast, an analysis of the
technology is helpful for discerning architectural and technological differences
between the on-premises application and the cloud environment. Once an
assessment has been completed, planning can commence. A suitable migration
strategy (see 4.2) is selected in this phase, and necessary steps to make it possible
are defined. Required changes to network infrastructure, code, and dependencies
are among the elements that must be considered. The migration can be executed
using the selected strategy when a plan has been established and approved.
Validation and optimization are continuous processes that start when the migrated
application has been deployed. Performance and functionality are compared to
expected results expressed in the assessment and planning phases. Improvements
and fixes can then be implemented iteratively. Finally, operating the finished cloud

service demands governance in monitoring and securing cloud resources.

3.2 Migration Strategies

A cloud migration strategy is a plan of how an application will be adapted to the
cloud. In the e-book Migrating to AWS: Best Practices and Strategies by Amazon,

six different strategies are presented, referred to as “the 6 R’s” [14]:

I.  Rehost. According to Amazon, most applications are rehosted in large
legacy migration scenarios where implementation speed is crucial [14].
This method is often called “lift-and-shift” because the application can be
moved to the cloud without any changes to code or architecture. A basic
rehost does not automatically bring all the benefits of cloud computing, as
legacy applications are not optimized for the cloud, nor are they as scalable
as applications native to the cloud. Rehosting can be done via tools provided
by Azure and Amazon.

II.  Refractor. The most expensive and time-consuming strategy is to modify
the application to better suit the cloud environment. Re-architecting can
require substantial changes to the application code and, therefore, more
testing, although it does outweigh the negatives by offering cost savings
over the course of time.

III.  Replatform. Replatform or “lift-tinker-and-shift” can be seen as a middle
ground between the strategies above. Replatforming requires managing
scope so that the migration does not turn into refactoring and re-
architecting. Minor modifications and optimizations are done, but the core

architecture remains unchanged.



IV.  Repurchase. Repurchasing reduces the effort and skill required to carry out
a cloud migration. A company can ignore its existing application and
instead use a cloud service with corresponding features.

V. Retire or retain. Some assets and services can be identified as no longer
valuable and can thus be retired and ignored completely. An organization
might not be prepared to migrate parts of its services and applications to the
cloud, instead preferring to keep them on-premises. In these cases, it is best

to reassess the situation later.

These migration strategies are not exclusive. For example, applications can be
easier to refactor and re-architect once they have first been rehosted and are run on
the cloud [14].

33 Cloudstep

Introduced by Patricia V. Beserra et al. in the conference paper “Cloudstep: A Step-
by-Step Decision Process to Support Legacy Application Migration to the Cloud”
in 2012 [15], Cloudstep is a cloud migration model designed to systematically
guide application developers and project managers in cloud adoption decisions.
Compared to contemporary migration models, Beserra et al. have emphasized the
careful assessment of various factors involved with the process that are either risks
or benefits. A large part of these factors can be found by identifying the
characteristics of the organization, the legacy application, and the selected cloud

provider.

As seen in Figure 3.1, the Cloudstep workflow is divided into nine activities. First,
the organization profile is defined, and its constraints are evaluated. Administrative
and legal characteristics are outlined, provided that they are relevant to the
migration. Essential questions such as the main motivations and benefits for the
migration will be answered here, in addition to researching if any laws restrict the
physical location of the data. The inspection of organizational constraints is done
here to pinpoint critical factors hampering cloud adoption at an early stage. IT
knowledge of the organization’s staff and the location of the data can be listed at

this point.
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Figure 3.1 Cloudstep workflow [15]

The next step is to define application and cloud provider profiles. The former
includes identifying both usage and technical characteristics. The application’s
main features, user numbers, and patterns are analyzed for usage characteristics.
Aspects like technologies necessary for the application and performance
requirements are in turn considered when creating technical characteristics.
Features such as service models, SLAs, price, and safety are investigated for
the cloud provider profile. When both profiles are complete, they can be
compared to evaluate technical and financial constraints. Beserra et al. have

listed a set of seven constraints that can be used to judge the suitability of the

match between a legacy application and a cloud provider:
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1. Financial: Cost restrictions of operation and performing migration.

2. Organizational: Requirements on the skill level of staff, legislation

regarding storing of data.

3. Security: How well do the cloud provider’s security mechanisms

conform to the organizations?
4. Communication: Restrictions on bandwidth, transfer rate, and latency.

5. Performance: Limits on capacity and quality of communication with

the cloud provider.
6. Availability: Are the offered SLAs sufficient?

7. Suitability: Evaluate necessary changes to the application to make it
suited for the cloud platform.

If there are no violating constraints, the organization can continue to the next stage,
where the migration strategy is selected and executed. If there are unresolved
constraints, three possible actions are possible depending on which profile violated
the constraints. The violating constraints can be addressed either in the legacy
application by modifying it and increasing migration scope or in the provider by
selecting another cloud service. The selected profile is created again after
addressing the issues in both cases. If the constraints are deemed unsolvable, the

process is aborted.

After the migration is performed, the process again checks for unresolved
constraints and loops back to the second step. This cycle functions as a feedback

loop and allows for iterative development of the cloud migration.
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4, Data integration

Data integration solutions become useful when gathering data from several

independent sources. Consider the following simplified example:

You have created a website for finding movies to watch. A basic web scraper is
used to gather movies to your database, where the movie’s title, the director, and
the release date are stored. You quickly notice that users might want to access
additional information regarding the movies, such as actors, writers, and
composers. Adding these rows to your database proves to be a vast undertaking,
increasing the size of your data by a considerable amount and making it more
challenging to maintain. Furthermore, it has come to your attention that users would
like to see the reviews for each film on your website. You would also want to
provide links to where the film can be watched. This task turns out to be even more
laborious than the previous one; You find that using scores from a single website
is insufficient, so a combination of the scores from the five most popular review
providers is utilized to calculate an aggregate score. Links to watching the movie
are created by parsing all available streaming sites. The database is becoming
progressively more demanding to manage. You observe that the new columns must
be refreshed frequently. Review scores can change over time, and movies can
switch between streaming services or be removed entirely depending on what deals
have been struck with the distribution companies. You have realized that this way
of gathering and storing data is not feasible, and you are forced to rethink your
approach. You are gathering and combining a large amount of data from various
sources, with some values such as review scores requiring additional calculations

and formatting.

This example illustrates a case that would benefit from using a data integration
system. It is worth noting that real-life scenarios are more complex, with hundreds

of connections with a vast array of possible data formats.

4.1 Definition and challenges

As businesses grow, they also start producing more data. Massive technology
companies such as Facebook are notable for the amount of data their users generate
[16], and the growing number of mobile- and IoT devices fuel the surge of data
even further. Today the term big data is used, meaning exceedingly large data sets

that cannot be handled via conventional data processing due to their size [17]. It
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has become beneficial for corporations to be intertwined by sharing databases.
Combining information from databases requires data to be processed in various
ways, as they can often be incompatible with each other in their original formats.
Data integration is a set of methods for allowing data providers to share data in its

most simple definition.

In “Principles of Data Integration”, AnHai Doan et al. give a more in-depth
description of data integration. According to Doan et al., the goal of a data
integration system is “to offer uniform access to a set of autonomous and
heterogeneous data sources” [18]. Heterogeneity signifies that the data sources
have been developed separately. They can run on different systems, and the
provided data do not have to be in the same format. Autonomy describes the fact
that the administrative rights to the sources can vary, meaning that the access rights
and times can change based on the provider. Doan et al. point out that the primary
use case for most integration systems is to access data via queries. However,

updating the data in the sources can also be necessary for some instances.

Doan et al. describe the challenges one must face when creating data integration
systems. They separate them into system-based and logical obstacles. System-
based obstacles express that making systems communicate is not easily achieved.
Even though their databases are in a standardized format, variations in
implementation can lead to discrepancies when data are finally combined. There
can also be disparities in how quickly the data sources can process queries. Logical
obstacles encompass variances in database schemata. There can likewise be
differences in how the table presents data. For example, one database stores users’
first and last names separately while another database stores them as one “full
name” field. This inconsistency makes matching the users between the two
databases more laborious. Lastly, Doan et al. name social aspects as the third and
final obstacle concerning data integration systems. Merely finding the data in
question can be a problem, as the provider might only store a portion of the data
electronically. Moreover, obtaining access rights to datasets requires cooperation.
Some companies might not want to share their data due to legal reasons, or their

data can give them a technological advantage compared to competitors.

4.2 Extract Transform Load (ETL)

The use case prevalent for all data integrations is to move data from one location
to another. Before the data are transferred to the end system, they often require

formatting to be in an appropriate format. The steps mentioned earlier have been
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termed extract, transform and load (ETL). The concept is the base principle behind
all data integrations, with deviations in implementation resulting in a wide range of

different processes.

4.2.1 Extract

Before extracting information from a source system, it is imperative first to profile
the incoming data, that is., analyze and evaluate the format and content. Profiling
tools allow for the creation of validity checks for the source data. It is up to the
integration designer to handle invalid data. Incorrect extract data could be discarded
or corrected manually in the source domain or as part of the transform later in the
procedure. Further thought must likewise be put into how the extracted data are
accessed. The information is most often situated in another physical location or
organization, meaning that several network security layers need to be passed.
Servers that store the integration data often have an application security layer.
Fortunately, it is common practice for organizations to have separate networks for
internal and external activities, each one separated with a firewall. This separation
allows for easier access for the server(s) intended for public use without
compromising the rest of the company’s network. A standard way to call the source
system is using an AP/ (application programming interface, see 4.5). The requested
data are exported or copied to a staging area that acts as an intermediate point

between the source and target platforms.

4.2.2 Transform
What happens in the transform stage largely depends on the target system’s
requirements. Basic transform processes perform tasks in a linear sequence. One of
the most basic procedures is transformations by mapping. When fields have a
consistent format in both systems, matching parts can be translated via
predetermined rules. Examples of mapping are altering the file format from JSON
to XML and changing the format of all Boolean fields to integers, such as from

“True” to 1.

Further data might also have to be gathered using the extracted data in
a lookup action. For example, the extracted data contain the user IDs, whereas the
target system expects to be supplied with usernames and emails. In this case, the
required information could be fetched by querying a user database using the ID as
an input. An expected value can also be based on several lookups, where the
retrieved data must be normalized or aggregated to be in the appropriate format.
Calculations and conversions using the extracted data can also be necessary if the

target value is derived from several extracted data fields. Other possible actions are
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transposing and splitting of rows and columns. Finally, more complex data
validation can be performed in the transformation stage in addition to checking for

null values and removing duplicate rows.

4.2.3 Load

The final step is transferring the extracted and transformed data to the target system,
e.g., a database on a server. Target stores can often be accessed via API codes
supplied by the system vendor. The database in the end system has its validity
checks that the delivered data must pass. How data are added depends on the
specifications of the destination system. New rows can be added to database tables,
either instantly or incrementally. Some businesses might demand a complete
refresh of their tables once new data are available, essentially erasing all earlier
records. An audit trail can be employed to keep track of changes in the database,
while the performed operations of the integration software can be saved in a

separate archive.

4.2.4 ELT and Alternate Methods

Some modern cloud services have switched to an alternate version of ETL, where
the last two stages are executed in a reversed order. This method is called ELT
(extract, load, transform), and it involves loading the raw extracted data directly to
the destination system. The main prerequisite for the ELT procedure is that the
target database uses data lakes. These storage repositories act as the main staging
area for raw data to be transformed into structured data. Using ELT eliminates
staging in the extraction phase, which is a time-consuming part of the integration
process due to the slow f'loading and reading data from the disk where it is staged.
The flexible nature of data lakes also allows for out-of-order field processing in the
transform stage, further improving the execution time. Data lakes started garnering
popularity in the mid-2010s, with companies like Amazon and Microsoft now using
the technology in their cloud storage solutions [19]. ELT is overall more suited
for data warehouses and data analysis and reporting systems. Integration speed is
crucial for data warehouses due to the large amount of data they process. This
version of the ETL procedure can be regarded as widespread in the industry as more
and more companies use cloud solutions that support this feature [20].
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4.3 Data Integration System Structure and Design

43.1 Data Integration Models
In the book Business Intelligence Guidebook: From Data Integration to Analytics,

Rick Sherman illustrates all the stages of designing a data integration process [21].
Planning starts with a conceptual model where all data sources used in the
integration are approved. In addition to data services and databases, source systems
can include external or enterprise applications and unstructured files. The next step
involves creating a logical model. Here, the sources are again listed, this time on a
data set level, meaning that entity/table and file structure are specified. Knowing
the format of both the source database and extracted data allows for one or more
“success” paths to be set up for the data. Extracted data that do not meet the
necessary standards or lead to errors in the transform phase can likewise be directed
to a “reject” path. The physical integration model, all sources, targets, and lookups
are listed in the third step. On this component-based level, the optimal data flow of
the integration environment is also represented. In Figure 4.1, the logical and
physical models demonstrated by Sherman are combined, creating a somewhat
simplified model for demonstration purposes. Tables and components are clearly
defined, as is the order in which they are handled. According to Sherman’s best

practice methods, reject cases are also detailed for each integration component.
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Figure 4.1: Logical and physical model using three sources

4.3.2 Point-to-Point Versus Hub-and-spoke

Conventional data interfaces, applications used to move data between systems, are

built using a point-to-point method. A system is connected to a single receiver with
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point-to-point integration, signifying a 1:1-relationship. In the book Managing
Data in Motion: Data Integration Best Practice Techniques and Technologies [22],
April Reeve labels “hub-and-spoke” design as “the most significant and most
important design pattern for architecting real time data integration solutions.”
Reeve describes how managing traditional point-to-point interactions becomes
infeasible when the number of systems grows. If every system wishes to share data
via direct communication, the number of interfaces is (n * (n — 1)) / 2, where n is
the number of systems. The value can be seen as a worst-case scenario, as rarely do

all organizational systems communicate with each other.

Nevertheless, the exponential nature of the formula is evident, with ten systems
resulting in 45 interfaces, while 100 systems would require up to 4950 interfaces.
The term “hub” in hub-and-spoke can be misleading, as it does not refer to
centralized data hubs used in business intelligence. Instead, the hub and spoke
signifies a system in charge of communications between all systems. Rather than
saving data in a repository, hub-spoke architecture requires all data passed among
systems to be transformed into a shared format. The typical format is called the
canonical language and must be thoroughly planned to support all systems. Using
hub-and-spoke design reduces the number of interfaces to the number of systems,
n. Only one new interface is necessary for each system, which translates the data to

the canonical language, instantly making it compatible with all other systems.

4.4 Integration types

4.4.1 Batch- and real time data integration

There are two predominant approaches to data integrations: batch and real time.
Both have their strengths and weaknesses, making them suitable for distinct

situations.

Batch integrations, also called asynchronous integrations, involve grouping data
and scheduling the transfers according to a predetermined schedule, such as daily
or weekly. The layout and format of the extracted data would be agreed upon in
advance between the two parts in order to maintain compatibility. The organization
from which the data are sent does not require an instantaneous response for its
process to finish. This method of sending data in “batches” is better suited for
processing large volumes of data sent consistently. An example of batch

integrations is the history page on bank accounts, as it can take numerous days for

18



credit card transactions to appear on the service. In contrast, real time or

synchronous integrations are used in systems that require a response without delays.

Real time data interfaces wait for the transaction to finish in all systems involved
before terminating the process. Data sent in synchronous interfaces are generally in
the form of compact messages. For instance, when purchasing an item from an
online store, the data interface waits for the user’s bank account to be updated on
the bank service and the order to be confirmed and saved in the online store’s
database before proceeding. Inconsistencies between the two systems could lead to
critical errors. The customer also expects an immediate response to ensure that the
purchase was successful. Real time systems have specified constraints in response
time and responsiveness. Some organizations want to process data quickly but do
not have any precise requirements, with some delays being acceptable. These
interfaces are near-real-time systems and involve response times in the range of
minutes compared to seconds (or below) in conventional real time interfaces. Batch
integration is the most cost-efficient type, making it the preferred method to handle
non-critical data. The system designers can adjust the integration period according
to their preferences, with a refresh interval of one hour theoretically being possible.
The variance in implementation can blur the lines between the integration types.
Ultimately, the difference lies in the time constraints placed on the data interface

and the level of importance they have on the system’s overall functionality.

When managing networks with many data interfaces, the terms /oose and tight
coupling become relevant. The concepts concern how independent the components
in a system are related to each other. It is best to strive for loose coupling while
designing interactions between applications and organizations. Loose connections
allow a system to fail or be replaced without impacting other systems. According
to Reeve in her book Managing Data in Motion [22], the API must be clearly
defined for one side of the interaction for loose coupling to work in practice.
Knowing the methods for all actions, such as requesting functions and storing
information for the API, makes replacing one of the systems involved in the
interaction achievable. Designing real time data interfaces to allow for applications
to be unavailable for a short period essentially makes the interface near real time
instead. Batch integrations require tighter coupling as data transfers with large
volumes are not necessarily performed via APIs. Changes in either of the systems
can require planning from both parties. The coupling of interfaces can, in some
cases, be decreased by using standard formats like JSON and XML (see 4.5.5).
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4.4.2 Virtualization

A data management approach that is particularly prevalent in business intelligence
(BI) is virtualization. In essence, data visualization is a subgroup of the data
integration concept, employing several integration methods to present all data
sources in a consolidated form. As the virtualization layer hides the sources for the
consumers, applications can use all provided data without worrying about aspects
such as the physical location of the data, database languages, and API definitions.
Additionally, using caching mechanisms, virtualization products can reduce the
workload contention that a data consumer can cause on data stores when running
resource-intensive queries. Data integration and virtualization are not
interchangeable terms. While integration is almost always a part of the
virtualization process, there are cases where it is not used, for instance, if all data
comes from the same data store. The main difference between traditional ETL
processes and virtualization is that while the former physically move data from
several sources into a centralized data store from where it is accessed, the latter

pass on the queries to the source systems without moving any data. [23]

4.5 Application Programming Interfaces

45.1 Definition and Types

An application programming interface, often referred to in its abbreviated form
API, is one of the most common ways for software applications to communicate
and transfer data between each other. APIs can be perceived as the combination of
two components. The first component is the interface, which is visible to external
systems. This part contains the specifications to all interactions, often conveyed
using internet protocols for web APIs, namely HTTP (Hypertext Transfer Protocol)
and standardized formats (see 2.5.5). Specifications usually come in the form of
documentation. In addition to describing the interface’s functionality, the
specifications can also contain technical and legal constraints such as rate limits
and branding limitations. The second component of an API is the implementation
that provides functionality by handling the requested tasks. The strength of APIs
lies in their simplicity for users. By virtue of abstraction, developers are only
exposed to relevant information, requiring no knowledge about the underlying
operations and structures. There are two principal types of APIs: private and public.
Both function in identical ways, and only their service goals and legal agreements

distinguish them from each other.
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Private APIs are used internally by staff and partners in a company. In these
instances, the API acts as a front-end interface to access data and application
functions in the back end. Private APIs are inherently restricted and thus necessitate
contracts for partner companies to access them. Some have further differentiated
in-house and partners’ APIs by creating additional partner APIs. This type is

commonly used in integration scenarios where two parties want to share data.

In contrast, public APIs offer open access to internal resources. Public APIs are
accessible to anyone and do not demand any contractual arrangements. Third-party
applications can therefore use their features without any licensing fees. APIs can
also be separated by use case, ranging from communicating between database
management systems and applications (Database APIs) to managing services on a
kernel-level (Operating systems APIs). The most common class is web APIs,

referring to both web servers and browsers [24] [25] [26].

4.5.2 HTTP Protocol
Web APIs primarily use the HTTP application layer protocol to deliver requests

and responses from web applications and servers. An HTTP process starts with a
request containing a method, URI (Uniform Resource Identifier), and the protocol
version. The HTTP methods, also known as verbs, are used for specific actions,
such as GET for retrieving a resource and POST for creating a resource. After the
request has been processed on the server, the client receives an HTTP response that
contains a status code used to diagnose errors, the protocol version, and possibly a
body containing requested data. Several API protocols and architectural styles
utilizing HTTP have been created to standardize the data exchange between web
services. One example is SOAP (Simple Object Access Protocol), used to exchange
data via XML. Lately, the REST (Representational State Transfer) architectural
pattern has gained popularity. Web services that follow the architectural constraints
of REST are called RESTful APIs and have, in some cases, become synonymous
with web APIs in general. [27]

4.5.3 Representational State Transfer

REST was first introduced in the landmark Ph.D. dissertation “Architectural Styles
and the Design of Network-based Software Architectures” by Roy Fielding in 2000
[28]. In the dissertation, Fielding uses the term resource as an abstraction for any
information, be it a file, image, or physical person. A resource can have several
formats, called representations. For instance, a server could return an item in either
JSON or XML format. Resources are identifiable by unique URIs in a format
readable for humans. Using the URIs, resources can then be manipulated via HTTP
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verbs. These manipulations should always be atomic, independent of other
processes. Partial resource updates are prohibited in REST, so when updating a
resource’s field, its entire state must be sent in the request. The website
restfulapi.net [29] lists the six guiding architectural principles of REST; here, the

five mandatory rules are recited in a more concise format:
1. User interface concerns must be separated from data storage concerns.

2. Session state is kept on the client. Therefore, all requests to a server must

contain all necessary information to interpret it.

3. Response data must be labeled either cacheable or non-cacheable. If the

response is cacheable, it can be reused for identical requests.
4. The interface must be uniform. There are four constraints:
a. Identification of resources is made using URISs.
b. Resources are manipulated through HTTP methods and URIs.

c. Messages are self-descriptive and contain all information to process

them.

d. Hypermedia is the engine of the application state. In a genuine
RESTful API, all resources carry an explicit or implicit address,
allowing REST clients to discover all resources using hypermedia

links contained in the response’s content.

5. Place constraints on component behavior to allow the architecture to be
composed of hierarchical layers.

Aside from the implicit benefits of using a uniform interface, the significant
advantages of following REST conventions are increased performance, visibility,
and reliability. The separation of client and server allows for tasks such as scaling

and editing components to be done independently.

4.5.4 API Specifications

OpenAPI is the most common interface description language (IDL) used in
documenting RESTful APIs. The most popular tools used for implementing
OpenAPI specifications use the name Swagger. In addition to the API’s name and
version, the OpenAPI specification defines all operations in the interface paired
with sample responses. The JSON-formatted OpenAPI specifications are suited for
developing new APIs and interacting with existing ones. Swagger developers have

added several tools and subprojects, such as Codegen, which generates server stubs
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and client SDKs based on OpenAPI definitions. Swagger-UI also visualizes the
data on an interactive web page, providing documentation and interaction. A
screenshot of the API specifications for the IFS REST API used in this thesis can
be found in Appendix A. The OpenAPI file is displayed using SwaggerHub [30].

4.5.5 Common Formats (XML and JSON)

The two most common formats used when requesting and receiving data using APIs
are XML (Extensible Markup Language) and JSON (JavaScript Object Notation).
Both formats are language-independent, allowing them to be used in any
programming language. XML files are based on nodes, where the node’s name
describes the attribute, while the data inside the node display the value. Nodes have
an opening and closing tag, represented using “<” and “>" symbols. Instead of tags,
JSON files use key-value pairs separated by commas to represent data. Tying this
subject together with the Chapter introduction, the code snippets in Figure 4.2 are
examples of how fetching movie information would look like using the two

formats.

The formats have distinct advantages. JSON is deemed by many to be simpler to
use due to its smaller file size and higher readability for humans. However, unlike
XML, JSON is not self-describing, as the former usually includes links to its
schema in the header, allowing for easier validation of the document. In addition to
supporting metadata and mixed content, the formatting of XML files enables
browsers to render the documents in a discernible pattern. It is important to point
out that XML and JSON have different purposes. Compared to JSON, XML is a
data format and also a language. XML is used for document markup, while JSON
1s used for structured data interchange where metadata is not required. JSON is the
standard for transferring REST data, making it a hugely popular format. XML 1is
still used for generic API calls such as SOAP. [27] [31] [32].
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Figure 4.2: Files containing information for 2 movies, XML (left) and JSON (right)
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5. Case introduction

5.1 Company Background
5.1.1 Aveso

This thesis has been done in collaboration with Aveso Oy, which is also my current
place of employment. Aveso is an IT company based in Turku, currently employing
roughly 20 consultants in data management and integrations. Since its foundation
in 2014, the company has released several software solutions and worked with
customers in telecom, aviation, finance, and manufacturing on numerous projects.
Aveso Data Studio is their most recent product, which controls master data and data
quality processes. Furthermore, as Aveso is a certified partner with IFS, many
business cases revolve around installing, upgrading, and managing IFS software

for customers.

5.1.2 IFS

IFS is an international software company that develops and delivers enterprise
software resources. The company was founded in 1983 in Sweden and has since
expanded to offer its suite of products, IFS Applications, worldwide. Some of the
main elements of the IFS Application suite are enterprise resource planning (ERP),
used to manage business processes, and enterprise asset management (EAM)
solutions. The newest version of IFS is IFS Applications 10, employing the new
Aurena user interface. As of 2021, IFS has 4,000 employees, 10,000+ customers
and 1,000,000+ users of its solutions [33].

5.2 Current Integration projects

Many of the integration projects developed by Aveso specifically revolve around
IFS ERP solutions. Traditionally, ERP data have been retrieved and added to IFS
using PL/SQL package procedures. Datasets are collected from one location, such
as XML files inside a folder on a customer’s server, then parsed, processed, and
transferred to their IFS system. Many integration services are installed on-premises
on the same host as the IFS ERP. Lately, Aveso has been investigating new ways
to modernize its integration projects. An iPaaS-based solution would allow for the
use of state-of-the-art features and could seem more enticing to customers. A cloud
service that has often been mentioned in discussions with clients is Microsoft

Azure, specifically its integration platform, Logic Apps.
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53 Azure Logic Apps
Azure Logic Apps is Microsoft’s iPaaS solution, first released in 2016 as a part of

Azure’s integration suite. The platform is used to integrate both on-premises and
cloud services and had a reported user base of 40,000 as of September 2020.
Microsoft has offered regular service updates ever since, such as support for Visual

Studio Code and increased hosting alternatives [34].

5.3.1 Logic App Workflow

Logic Apps Designer offers a visual approach to creating integration workflows
without writing code. Every process is based on a trigger, followed by a series of
steps containing processes or tasks. In Figure 5.1, an example workflow is

displayed.

1 E Recurrence (Once every hour) |

2 BEN HTTP (GET data from an API) |

3 Send an email (V2)

user.name@abo.fi
"Subject | New data received
Font v 2vB I U/ EE &
Body x
mete:
o to [ "o connection.
+ New step

Figure 5.1: Basic Logic App workflow that runs once every hour, fetching data from an
API and sending them to a specific email address
The first step of a logic app is the trigger (1), the condition that prompts the
remaining actions (2,3) to run. Actions are separated into two types; Built-in
operations (2) are run natively inside the logic app and are therefore not associated
with any specific service. Examples of this are conditional operations, the creation
of variables, and HTTP requests. Conversely, managed (further separated into
standard/enterprise) connectors (3) allow creators to access apps and systems
separate from the workflow process. Many of Azure’s services and Microsoft’s
products can be accessed through these connectors, in addition to supporting

actions for programs such as Oracle DB and IBM. For example, Logic apps can
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detect emails from Office Outlook or read files from an on-premises file system
using data gateways. Lastly, Microsoft allows the community to create custom

connectors for their logic apps [35] [36].

5.3.2 Pricing

Azure Logic Apps offers numerous pricing options. When using the standard plan,
users are billed by the hour, separately for CPU and memory usage. Another option
is the consumption plan, where the user is billed based on the triggers and actions
employed inside the logic app workflow. The price per execution is separate for
actions, standard connectors, and enterprise connectors, the latter being the most
expensive. When using the consumption plan, there is also a data retention fee.
Lastly, a dedicated integration service environment can be set up to secure
connections to applications in addition to added features. The dedicated service
environment is the most expensive option by a significant margin, even when

selecting the cheapest alternative out of the two available service environments.

An integration account must also be created to access specific capabilities, such as
business-to-business connectors. Microsoft offers a pricing calculator on their
website to help with selecting the appropriate logic app plan and features for users’
projects. By estimating the number of connector executions per day in addition to
integration service environments and integration accounts, upfront and monthly

costs can be projected. [37]

5.4 The Case
One notable feature introduced in [FS Applications 10 is the support for API calls,

meaning that ERP data management is no longer exclusively done via PL/SQL
package procedures. Thus, Aveso has decided to use API calls in some of its
integrations. The change raises the question of how Aveso’s current IFS ERP
integration services would have to be modified to allow these HTTP requests.
Implementing the new feature would require modifications to code to run using
existing integration service logic. Considering that changes are inevitable, now
would also be an appropriate time to investigate a possible cloud migration of the
service. Azure Logic Apps has been deemed a prime subject for potential migration.
Before any actual migration is done, it is essential to ensure that Logic Apps meets
the needs and demands of Aveso’s projects. Cloudstep has been chosen as a

decision process. Used to examine factors such as cost and performance and
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identify constraints, Cloudstep allows for a well-informed decision regarding
whether cloud migration is beneficial for the legacy application.

The subject of this thesis is to use Cloudstep to investigate the suitability of a
migration to Logic Apps by creating profiles of Aveso and Azure to identify
constraints. A small-scale “pilot” project is carried out when the process is finished,
as suggested in the Cloudstep paper. After following all the steps of the decision
process, the suitability of Azure will be assessed. Moreover, the Cloudstep process
itself will be examined, analyzing its strengths and weaknesses. Any suggestions
for improvements to the model will be listed. If any pitfalls are detected, they will
be listed so that others facing similar migration decisions can avoid them in the
future.
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6. Cloudstep Decision Process

This chapter will apply process activities defined in the Cloudstep paper [15] to the
Azure Logic Apps migration. The paper contains several illustrative questions that
can be answered for each phase to assist readers. Many of these questions will be
used as a guideline in the forthcoming steps. Although Cloudstep stages are
described only once in this chapter, many have been iterated several times, notably
the application profile. The description and creation of multiple profiles in separate
iterations have been omitted. Changes caused by constraints are instead pointed out

when relevant for each step.

6.1 Define Organization Profile

Legal and administrative attributes are detailed in the organization profile. First, it
is vital to determine why the company is considering migrating the cloud. A large
part of the driving force behind a cloud migration is the increased popularity of
cloud services, which has led to competitive prices and perpetual development in
the form of optimizations and new features. Aveso staff has personally heard
numerous customers mention that Azure is their current integration platform of
choice, making Logic Apps relevant for further research. Aveso’s current
integration services are only installed on-premises, which some customers can
perceive as legacy software. In a progressively more competitive market, it is
essential to offer up-to-date solutions in order to entice new business partners. As
Azure is a well-established platform in the industry, expanding Aveso’s integration
service portfolio to include Microsoft-hosted options would benefit the

organization by attracting many possible customers.

Aveso’s computing resources are divided between servers managed on-premises
and deployments on cloud platforms. Likewise, there is no uniform method for
developing, testing, and deploying services and software products. Typical projects
are, however, generally developed locally before publishing them on a customer’s
remote server or cloud service. It is worth noting that several of Aveso’s projects
are either published on Azure or use Azure’s tools. This means that while the
organization’s IT professionals have no experience with Logic Apps integrations,
they are nevertheless familiar with the Azure ecosystem and many of its features.
In addition, Aveso’s personnel are experienced in the field of data integrations in

general, meaning they most likely possess the proficiency needed to develop and
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maintain workflows using a new platform. Monthly meetings are held in the
company to review the staff’s competence regarding new trends in the business. If
shortcomings are found in an area, a team member will research the subject. The
moderate staff size of Aveso means that large-scale projects must be planned well
in advance to reduce the risk of the company becoming shorthanded. One of the
questions brought up in the Cloudstep paper is if the physical location of the
organization’s data and applications are in some way restricted by law. No evidence
of any legal restrictions has been found specifically on the physical aspect of data
storage. However, the General Data Protection Regulation (GDPR) rules
undoubtedly apply to Aveso. Physical restrictions could potentially be determined

in project contracts between companies on a case-to-case basis.

6.2 Evaluate Organizational Constraints

Based on the organizational profile that has been created, no organizational
constraints have become apparent at this stage. Potential restrictions listed in the
Cloudstep paper, such as IT staff fearing dismissal or reduced governance over IT
resources, can widely be ignored as Azure cloud services are already ingrained in
Aveso’s current solutions. The risk of unauthorized access to data stored on the
cloud is a topic without a definite answer. It can be debated whether a global
technology leader’s security system is more secure than the server room of a
commercial building. The accessibility of data from outside the organization can
place some constraints on the possible cloud-based alternative. As legacy
applications are installed on-premises in the same location as the input folder and
IFS installation, their way of accessing the ERP is straightforward. For a cloud
service to access the IFS ERP not located in the same endpoint, the complexity of
the necessary changes depends on the server’s configuration. Firewalls and security

certificates are areas where modifications can be required.

6.3 Define Application Profile (Aveso Integration

Framework)

The subject of analysis is the batch integration interface Aveso Integration
Framework (4vIF). AvIF interfaces work similarly to Windows Services and are
run as background jobs. Many of Aveso’s [FS ERP projects have used this method
of deploying and running code. The application profile is split into two sub-
activities: Usage- and technical characteristics.
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6.3.1 Usage Characteristics

The main feature of the AVIF application in question is to read XML files from a
folder, parsing their contents and adding the data to the customer’s IFS ERP system.
Data is modified according to a mapping scheme that has been created per the
client’s requirements. Some values are reformatted or concatenated, while others
are fetched from separate mapping tables to match predefined values. The
integration service creates part catalogs, inventory parts, purchase parts, and sales
parts, all using values from the same XML file. By modifying the config file in the
service’s install directory, users can set the file paths from where XML files are
retrieved and processed and where invalid files are moved. The AvVIF interface runs
on a set time interval, which can also be modified in the config file. The user can
select the interval in seconds, minutes, or hours, along with the possibility to run
the service at a specific time of the day. Several AvIF-interfaces can be deployed
on the same location to handle separate tasks. Services are controlled via an
interface called AvIF Manager, where they can be started, stopped, and reloaded.
Additionally, AvIF Manager can view logs generated by the services. Logs created

by AVIF are also saved in Windows’ Event Viewer.

As the integration services are installed on the same physical location as the
customer’s IFS ERP, they can only be accessed remotely, thus requiring the
creation of Windows users specifically for integration admins. By virtue of being a
windows service, the AvIF integration does not require any interactions by the user
once the service has been started in AvIF Manager. The integration service’s usage
patterns depend on the selected poll interval, albeit it is executed consistently. Most
ERP handling is not time-critical, and therefore scheduling intervals below an hour
are uncommon. While AVIF runs 24/7, most data are handled during office hours
when people create parts. The cost to operate and maintain AVIF is comparatively
low because the services are installed on preexisting hardware hosting the IFS ERP.
Slight modifications to the code can be done quickly, although changes to the input
XML file structure can demand rewrites of specifications and mapping tables. The
integration is expected to handle between 10 and 100 XML files each day.

6.3.2 Technical Characteristics

All AVIF interfaces are written in C# and are developed specifically for Windows
hardware. The current AvIF integrations are running on a Windows Server
operating system. No release version has been targeted explicitly, meaning that the
interface can also be run on various Windows operating systems. No minimum

hardware configurations have been specified, although a minimum RAM size of
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4GB is recommended, a limitation that should not be an issue for modern servers.
Interfaces are coded and built internally by Aveso before deploying them to the
customer’s environment, as are any subsequent updates created for the service. The
interface is limited to the server’s private computer network, called intranet, and

accessing the service from another location requires a Remote Desktop connection.

There are two separate AVIF services installed on the customer’s server: part
handling and product data management, the former being the only one investigated
for cloud migration for now. A simplified architecture model for the integration
interface can be seen in Figure 6.1. The part handling service loops through all
XML files found inside the input folder and looks for the root node called
<objectArray> for each one. If the node exists, there are data in the file, and the
service can proceed to the next step. Now, each <item> node is parsed separately,
validating the contents and then modifying them to match the expected formats for
IFS. Part catalogs, inventory parts, purchase parts, and sales parts are either created
or updated in IFS in the specified order. Some steps, such as purchase part handling,
can sometimes be skipped according to rules in the mapping table row for the
inventory part type. Each instance is handled in a separate C# method where data
are transformed and finally sent to the IFS ERP via an SQL call. The AVIF interface
that is being migrated uses .NET version 4.5. The .NET framework is utilized to
connect to the IFS ERP and .NET runtime to execute the service itself. Concerning
data handling, the service uses the LINQ interface to handle XML files. The IFS
ERP is an Oracle database, and SQL calls are done using

Oracle.ManagedDataAccess framework drivers.

— —
/ ON PREMISES SERVER \

f \
AVIF Interface

For each XML file:
1. Validate XML

2. Create or update part catalog

3. Create or update inventory part

4. Create or update purchase part

(If mapping table says so)

5. Create sales part if it does not

already exist
If errors occur somewhere in the
process, log them

Read XML-files

| Input Folder { IFS ERP }
\ /
\ /

Figure 6.1: AVIF Solution Architecture

Regarding quality-of-service requirements, the service is expected to run

continuously, executing systematically according to the predetermined time
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interval. If any errors occur during the XML validation or data transformations, it
is logged for the Windows Event Viewer. Additionally, a row is added to an error-

logging table created specifically in IFS for the service.

6.4 Define Cloud Provider Profile (Azure Logic Apps)
6.4.1 Main Features

As Logic Apps offers many features and services due to its interconnected nature
with other Azure products, the scope has been limited to only present features
relevant to the solution. Logic Apps is just a part of the Azure Integration Services
suite, with Azure Functions being the sole additional component used in our
integration case. Microsoft’s iPaaS-solution allows users to run logic applications
locally and on-premises in addition to on Azure. Aside from the visual Logic Apps
Designer tool, processes can be developed using Visual Studio Code on Windows,
Linux, and macOS. Estimating the total price for the cloud-based integration can
be difficult due to the potential use of several Azure services with separate costs.
For the logic app, the consumption pricing plan was selected for the current
integration as it offers the best value for the project scope. It is expected that the
total executions for one month should equal a price below 10 euros when using the

prices per execution listed in Table 6.1.

Table 6.1: Consumption plan pricing as of October 2021 [37]

Price Per Execution
Actions 0,000022€, First 4 000 actions free
Standard Connector 0,000108€
Enterprise Connector 0,000857€

6.4.2 Solution Architecture

In Figure 6.2, the architecture of an Azure iPaaS solution for part handling is
presented. The logic app is where the main application logic and workflow are
located. The logic app is where the code from the legacy integration must be
replicated using the Logic Apps Designer. Many aspects of the original AvIF
service can be reproduced using standard actions, such as string concatenation.
Some operations, notably API calls to an on-premises ERP and file reading, require
more advanced methods. An on-premises data gateway is combined with a File
System connector as a trigger for the logic apps workflow to detect and read files

from a folder on a server. Microsoft’s cloud services can access data that would
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otherwise be unreachable externally by installing an on-premises data gateway on
the server where the input folder is located. The gateway is run in the background

as a Windows service and allows multiple users to connect to the same data source.

/ /A AZURE CLOUD SERVICE \
B / L) Logic App \

Aveso Admin
, For each XML file: Execute

1 1. Validate XML functions
:_ s 2. Create or update part catalog
3. Create or update inventory part
4. Create or update purchase part
(If mapping table says so)
5. Create sales part if it does not Return
. data from
already exist APl-calls
If errors occur somewhere in the

\Qacesa, log them / /

Check input folder
for new XML files
(scheduled)

On-premises
data gateway

< > Azure Function App

e Acts as a proxy for
APl-calls to IFS ERP
located on-premises.

e APl-calls (GET, PATCH,

POST) and mapping data

access is defined here

Azure login

Create or update rows, Read mapping
log errors (API calls) table

Relay hybrid 3)
connection (&

ON PREMISES SERVER

Hybrid
Input Folder IFS ERP Connection
Manager

v

Figure 6.2: Azure Logic Apps solution architecture. NB: The input folder does not have
to be situated in the same location as IFS ERP
A proxy server can be required (see 6.5 and 6.6) when API calls are done from a
logic app to the IFS ERP located on-premises. The proxy is realized by creating
a Function App for our service, containing Functions corresponding to each API
call to the ERP system. Azure functions are used to build serverless apps by
triggering user-created code based on events in Azure or third-party services.
Functions can be created locally, and Microsoft offers support for many languages,
for instance, C#, Python, and JavaScript. In this case, the functions were written in
C# using Visual Studio’s built-in Azure Function feature. Inside the Functions, API
calls are executed using ASP.NET’s HttpClient package. Once the functions are
published to a Function App in Azure, they can be accessed inside a logic app
workflow. From the logic app’s perspective, the function is selected along with its
input parameters. All API calls occur inside the Functions, allowing the logic app
to receive the function’s result data and proceed to the next step. In order to access
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on-premises services, such as the IFS ERP’s API, the Function App must use a

Relay Hybrid Connection.

Azure Relays allow services in a network to be visible to the cloud without opening
any ports in a firewall. Hybrid connections are a new feature to the relay services,
offering the possibility to send requests and receive responses using HTTP and
WebSocket protocols. For a hybrid connection to work, a relay agent must be
deployed to a location where both Azure and the needed endpoint can be contacted.
In this case, the Hybrid Connection Manager (HCM) is installed to the on-
premises server, working as the relay agent. HCM connects to Azure Relay using
port 443, while the application (in our case, the proxy Function App) also connects
to the relay. TLS 1.2 is employed for connection security, whereas shared access
signature keys are utilized for authorization and authentication. Function Apps are
billed separately from logic apps. Hybrid Connections are only available in the
premium plan, to which prices can be seen in Table 6.2. There are no execution
charges in the premium plan, and the user instead pays based on memory allocation
and the number of core seconds. The function app can scale its instances according
to load, but at least one instance is allocated on any occasion. If a Function App
proxy is required for the logic app, the prices of actions and connectors found inside
the logic app become insignificant compared to the monthly fee of over 100€ that

is paid for the premium Function plan.

Table 6.2: Premium plan pricing for Function Apps as of October 2021

[38]
Meter Price
vCPU duration 105.131080€ vCPU/month
Memory duration 7.491377€ GB/month

6.4.3 Security, Support, and Logging
When a logic app is created, the deployment region can be selected out of the 20
regions around the world where Azure operates. The closest options for Finland are
North and West Europe, with data centers in Ireland and the Netherlands,
respectively. Microsoft’s SLA guarantees the availability of logic apps to be 99.9%.
If the Service Levels are not met, customers will be granted Service Credits used
to pay monthly fees. Azure’s infrastructure complies with pivotal reliability and
security standards NIST SP 800-53 and ISO/IEC 27001:2013 [39]. Microsoft

currently employs over 3,500 security experts and places considerable investments
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into cybersecurity research. Some examples of steps taken by Microsoft to increase
security are the isolation of Microsoft- and customer networks for protection
against attacks and built-in mechanisms to guard services against distributed
denial-of-service (DDoS) attacks. The person or organization responsible for
managing the security of the application service varies depending on what features
are activated in the Azure subscription. For instance, Azure Defender is a tool
integrated with Security Center that offers threat protection for Azure workloads.
Web Application Firewall and Application Insights are other services that can be

selected for Azure,

Alternatively, the logic app can be added to an Integration Service Environment
(ISE) to isolate it using an Azure virtual network. The pricing of 0.97€-6.02€/hour
makes this feature outside the current integration budget. Application Insights can
furthermore be used to analyze the executions and logs of Logic Apps and
Functions. If users want to examine earlier logic app runs, they can be viewed in
the workflow designer window. The executions list displays the execution status of
the latest logic apps runs if the user only wishes for a quick overview of process

executions.

6.5 Evaluate Technical and Financial Constraints

The most apparent restrictions in the Azure Logic Apps integration involve
communication constraints, specifically the lack of support for self-signed
certificates in HTTP requests. For customers whose servers are using SSL
certificates, this is a non-issue, albeit, for others, this necessitates the purchase of a
certificate, the use of a proxy, or the use of an integration service environment to
circumvent the restriction. These options tie into the next area of constraints,
financial, which are therefore highly dependent on the customer’s existing server
infrastructure. Although they can be relatively inexpensive, it can be seen as
unreasonable to expect the customer to purchase an SSL certificate for their
server(s) for the sole reason of being compatible with Aveso’s solution. Therefore,
the approach involving certificates is omitted in this case. Using an ISE would add
support for self-signed certificates, but for Aveso’s clients, the monthly price
increase of at least 700€ would be over the budget. This leaves some sort of proxy
solution as the only viable option. To summarize: If the customer’s servers use SSL
certificates, the cost of an integration service using logic apps will be low, with a
monthly cost in the range of 5-10€. For the rest of the customers, most of the

integration’s expenses will go to creating and maintaining a proxy.
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Next up are organizational constraints. Aveso’s staff are familiar with many of
Azure’s services and would undoubtedly have the skills necessary to manage a
logic apps integration. Comparing Figures 4 and 5 demonstrates that the iPaaS-
solution would undeniably be more complex, especially if a proxy system is used.
Managing both a logic app and a proxy is a sizable endeavor compared to the
comparably simple legacy service. For example, one small change in the [FS ERP
API could require code adjustments and redeployment of the Azure Function App
in addition to updating the Logic App. There are no glaring issues regarding
security constraints when migrating the legacy application to Azure. Aveso
already hosts several of its products via Azure, and there have not been any
problems concerning the security of customers’ data compared to on-premises
solutions. Nevertheless, this aspect should be discussed with clients in advance to
verify that they approve of Azure’s security measures. Performance constraints
are not as critical to the integration service as availability constraints. As long as
the service is run consistently, processing speeds have minimal impact. The only
requirement is that the integration process must finish its execution before the next
scheduled run is started. Azure’s SLA of 99.9% availability, corresponding to
maximum downtime of Im 26s each day, makes it highly unlikely that a process
run once or twice every hour is impacted. What is more, if one scheduled run is
skipped due to Azure downtime, the XML files can be handled in the subsequent
execution. No problems were discovered when evaluating suitability constraints,
that 1s, changes needed for the application to make it fit the migration.

6.6 Addressing Constraints and Assessing Other Cloud
Providers

6.6.1 Address Application Constraints

There are no severe constraints that require a change in migration scope. In our
case, the issue involving self-signed certificates in API calls will be handled using
Azure Functions and a Hybrid Connection. The Azure Functions are coded in C#,
resembling a legacy application. All HTTP requests used in the integration are
executed through the methods defined in these functions. Using a proxy depends
on the client’s infrastructure, so financial constraints are highly variable. There is
no decisive way to address these constraints, and they should instead be evaluated
on a case-to-case basis. For the migration in this thesis, using Function Apps is
required, and its operating costs are within the budget for the project.
Organizational constraints can be disregarded since Aveso’s staff have the
37



competence required to create and manage both the Logic App and the Function
App. There are no critical constraints that stop us from creating a pilot project at
this stage.

6.6.2 Change Cloud Provider

As there are constraints regarding Azure, other cloud services should be inspected
to solve the constraints defined earlier. Investigating an alternate cloud provider is
redundant in our case, as the only feasible option is Azure. Instead, we have
considered how the solution defined in Figure 5 could be modified to benefit
different cases. First, suppose the customer’s IFS ERP endpoint uses an SSL
certificate. In that case, the proxy can be disregarded from the solution, and HTTP
requests can be made directly via the logic apps workflow using standard
connectors. This solution is ideal, offering the cheapest operating cost and most
straightforward management as only the logic app and on-premises gateway would
have to be maintained. As stated before, the method above is ignored, as we cannot
assume that all clients have purchased certificates. An ISE could be used if the
integration was done for a large-scale project and budget was not a concern. Even
though the operating costs would skyrocket, the need for proxies would be
eliminated. There would also be the added benefits of the dedicated environment,
namely isolated storage and more reliable performance.

If a proxy is necessary for the integration, it could be created via some third-party
software or service instead of Azure. These might be more cost-efficient than using
Function Apps, but it was decided that it would be best to keep the solution
contained in the Azure environment. Functions are highly compatible with Logic
Apps and can be accessed from the workflow designer straightforwardly. Another
modification could likewise be done if Functions are used; much of the logic inside
the logic app workflow could be moved inside the functions. Compared to C#, some
data operations are cumbersome to code in the Logic Apps Designer. If/else-checks
and complex string manipulations are some actions that would be cleaner to write
inside the Functions. This modification would have little monetary benefits, as the
price of individual actions in the logic app is minimal. Additionally, the logging
potential of the process would be reduced. When viewing logic app executions of
the workflow, the results of individual actions and branch decisions can be
discerned. To achieve the same level of logging inside of functions, in-depth error
handling and application insights must be used. This function-based method is a
good approach but moving any extra logic to the functions was avoided for the pilot

case.
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6.7 Define Migration Strategy

Considering the 6 R’s defined in 3.2, the migration strategy used in this case mainly
involves Repurchasing. Instead of using legacy software developed and deployed
by Aveso, the integration service will be moved to a new product, Azure Logic
Apps. There are no convenient ready-made services available on Azure, so the logic
app will have to be developed manually by Aveso. The original code, written in
C#, will be translated to the visual Logic Apps workflow view while maintaining
all its features. To some extent, the migration resembles re-architecting because all
the features cannot be moved straightforwardly to Azure. Several aspects, such as
the change from SQL queries to API calls and the need for a proxy, indicate that
the solution must be reworked. The technical documentation used for the original
on-premises service containing mapping rules and administrative information will
be used as a guideline when creating the logic apps workflow (see Appendix B).
The next chapter will discuss how these guidelines are transformed in logic apps

where the pilot project is created.

6.8 Pilot Project
No actual migration will be performed in this thesis. In the Cloudstep paper [15],

Beserra et al. suggest that while defining the migration strategy, organizations
should start with a scaled-down “pilot” project to ensure that the cloud service
works as intended. The part handling AVIF integration will be used as a template
for the Logic App pilot project. The scope is reduced, and only the handling of part
catalog and inventory parts are replicated. However, the logic for handling the
remaining components, purchase- and sales parts, correspond very closely to what
is handled in this small-scale test. They do not contain any unique behavior not
seen anywhere else in the code. Therefore, it can be assumed that if the processing
of part catalogs and inventory parts functions correctly, so would the rest of the

legacy application.

The pilot project’s creation will be presented in this step, first focusing on the
general parts of establishing a logic app, followed by in-depth examinations of how
the fundamental aspects of the AvIF integration are handled. Results and analysis
are discussed in the next chapter. Due to the visual nature of Logic Apps, there will
be plenty of screen captures of the workflow and its settings. These can also be

useful for anyone attempting a logic app migration in the future.
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6.8.1 Essential Functionality

The following functionality has been established as essential in the AVIF solution.
Consequently, Azure must be able to handle the following tasks to replace the

existing application:
1. Support various poll modes, either specific times or intervals.
2. Detect and read XML files from a folder located on an on-premises server.
3. Validate that the XML file is in the correct format.
4. Map/reformat XML data using a set of rules.
5. Fetch additional data from a mapping table if required
6. Create and update elements in IFS ERP based on XML data.

7. Log and handle errors if they occur.

6.8.2 Creating a logic app
Logic Apps are created by going to the Logic Apps resource list in Azure and
selecting “Add”. In order to be able to create Azure resources, a Subscription and
Resource Group has to be created. The Azure subscription is used for management
and billing reasons, supporting several payment methods. Subscriptions allow for
creating resources that are then grouped into logical collections. These resource
groups can contain any Azure assets, such as databases, apps, and virtual machines.
Figure 6.3 is a screenshot that displays the settings for the current logic app. Aveso
is a member of the Microsoft Partner Network, which grants several benefits,
including the use of Microsoft’s unique subscription method. The existing
AvesoDev resource group was selected, and the consumption type (pay-as-you-go)
was chosen for the app. Once the resource is deployed, it can be accessed from the
list of Logic apps. When the app is selected for the first time, Azure offers a wide
range of templates and triggers as a starting point for the workflow. In our case, the

default blank Logic App will be used.
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Create Logic App

Basics Tags  Review + create

Create a logic app, which lets you group workflows as a logical unit for easier management, deployment and sharing of
resources. Workflows let you connect your business-critical apps and services with Azure Logic Apps, automating your
workflows without writing a single line of code.

Project Details

Select a subscription to manage deployed resources and costs. Use resource groups like folders to organize and manage
all your resources.

Subscription * (O Microsoft Partner Network e
Resource Group * (O AvesoDev ~
Create new
Instance Details
Type * (®) Consumption () Standard

@ Looking for the classic consumption create experience? Click here

Lagic App name * ‘ X'\Alt}uIFS v |
Region * North Eurape g ‘
Enable log analytics * ‘u) Yes (@) No

Figure 6.3: Create Logic App window

6.8.3 Selecting a Trigger

Selecting the blank Logic App template opens the workflow designer view. Every
app has to start with a trigger. Out of all the triggers available in Logic Apps, the
“File System — When a file is created” is the most appropriate. The user can choose
how often the trigger checks for items in the unit “polls per time unit”, where the
selectable time units range from seconds to months. The trigger selected for this
app inspects the folder two times every hour, equaling every thirty minutes. The
trigger and its settings are visible in Figure 6.4 (left). The XML files will be read
from my PC, and I have created the folder LogicAppFolder on my C drive
specifically for this application. The File System connector cannot automatically
access the computer; hence an on-premises gateway must be created between my

PC and the logic app.

6.8.4 Connecting to an On-Premises Folder with a Gateway
An on-premises data gateway is installed by launching the installer on the endpoint
with access to the folder used to trigger the app. In this case, the gateway was
installed on my PC. The gateway is linked to the user’s Azure account during the
installation process, and it is given a unique name. After the gateway is registered,
it must likewise be linked to a gateway resource in Azure. Users select amongst all

installed gateways for the chosen resource group when creating a gateway resource.
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Now the gateway can be accessed from connectors in Logic Apps. In Figure 6.4
below, the file system trigger uses the Marcus-PCLogicApps gateway, which in

turn is linked to the MarcusLogicApp resource found in Azure.

CQ On-premises data gateway

m The gateway Marcus-PCLogicApps is online and ready

E When a file is created (properties only) Service Settings to be used

Power Apps, Power Automate
North Europe Ready

Close

Figure 6.4: File System trigger connected to on-premises folder C:\LogicAppFolder
(left). View of installed On-premises data gateway from my PC (right)

6.8.5 Looping Through and Validating XML Files

When a new file is detected in the specified folder, the next step is to use the “List
files in folder” connector. Logic apps save the results of actions in various formats,
allowing for dynamic content to be accessed later in the workflow. In our case, the
“list connector” result’s body, containing all files in the folder, can be referenced
in a for-each loop. This loop makes it possible to process each file separately. Inside
the loop, the first action is to retrieve the data from the file. Access is done by using
the “Get file content” connector and the file path for each file in the folder. A

screenshot of the finished process can be seen in Figure 6.5.

Before proceeding to any data mapping, the XML file should be validated to assure
that it is in a correct format and contains all required nodes. XML validation is
performed using a connector with the same name that takes a file’s content and
XML schema as inputs. Currently, the only way to create schemas is by adding
them to an integration account. These Azure resources manage integration artifacts,
including maps, certificates, and schemas. Several pricing tiers are available for
integration accounts, including a free option. The free account offers a minimal
number of integration resources, but fortunately, only one XML schema is
necessary for our process. By opening a valid XML file in Visual Studio and
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choosing “Generate Schema”, a schema was created and subsequently added to the

account with the name headerSchema. All necessary inputs are now defined.

E When a file is created (properties only
E List files in folder

=% For each file Ide:

E Get file content

@ PR x

XML Validation /
File Content x

Figure 6.5 Looping and validation logic of XML files. Arrows have been added to
visualize dynamic references

6.8.6 Mapping Data
Each XML file can contain several items inside of the objectArray node. The XML

data is transformed to JSON arrays in order to conveniently reference the nodes in
transformations and API calls. The XML-to-JSON conversion is achieved in the
workflow by defining a schema that describes the structure of the desired JSON
data. Now that the data are easily accessible, mapping can be performed. Mapping
rules are taken directly from the documentation for the legacy application. A
condensed version is found in Appendix Table 2. As seen in the mapping table,
many different validations and transformations of varying complexity must be
carried out. The most rudimentary verifications, such as ensuring that item status
equals “ACCEPTED?”, are best accomplished with an if/else-control action. All
remaining workflow actions are placed inside the True case while remaining cases
must be handled (see 6.8.9). Other mappings can be tackled using different
methods. A switch control action was used to translate Finnish magnitudes (“kpl”
and “mm”). If the magnitude is one of the Finnish options, the magnitude variable

is updated to the corresponding English version. Otherwise, the magnitude is kept
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in its original lowercased form. In Figure 6.6 below, the logic being discussed is

displayed.

Set item magnitude to lowercase

*Name ‘ itemMagnitude

*Value toLower(.) x

€+

Switch (item magnitude handling)
+On m itemMagnitude x

Case equals "kpl” oG Case equals "mm"

“Equals *Equals
kpl mm

BEIY Set itemMagnitude to pcs ‘ LERY Set itemMagnitude to m

T Add an action T Add an action

Figure 6.6: Item magnitude mapping using switch control actions. There are three switch

cases: “kpl”, “mm” and default case (not visible in screenshot)
As seen in Figure 6.6 with the use of the foLower method, Logic Apps supports
expressions in the form of string, logical, and conversion functions, amongst many
others. Solving some of the mapping tasks using inline code can produce lengthy
expressions. A case in point is the inventory part description field formed by
combining the description 1- and 2 fields from the XML, separated with
whitespace. The inline code looks like the following:

join(createArray(items('For_each item in file')['item descl'], ' ',
items ('For_each item in file')['item desc2']), '')

Other mappings are too complicated to handle purely with inline code. One of these
is the prime commodity field for the inventory part, based on the item group node
in the XML. The field has a maximum length of five characters, where all leading
letters are used, followed by at most two numbers. In the legacy application, this
was solved using regex operations. In this instance, a JavaScript Code connector in

Logic apps was utilized to achieve equivalent results.

6.8.7 API Calls and Proxy
Rows are inserted and updated in the IFS ERP using API calls. For this test project,

the ERP is hosted on an Aveso server that uses a self-signed certificate. Therefore,
it is necessary to create a proxy, which will be done with a Function App. First, a
separate app service plan is created. The “Premium v2” plan, with a monthly price
of 125,91¢€, is the least costly option that supports Hybrid Connections. Individual
functions can be created once the Function App has been set up with the premium

service plan. Visual Studio’s Azure Functions template was used to develop the
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proxy. Listing 6.1 displays the code for the function used for Part Catalog PATCH
calls in the IFS ERP APIL.

public static class PartCatalogPatch
{
[FunctionName("PartCatalogPatch")]
public static async Task<IActionResult> Run(
[HttpTrigger(AuthorizationLevel.Anonymous, "patch", Route = null)] HttpRequest req)
{
ApiClass.InitializeClient();
var reader = new StreamReader(req.Body);
reader.BaseStream.Seek(0, SeekOrigin.Begin);
var rawJson = reader.ReadToEnd();
PartCatalog part = JsonConvert.DeserializeObject<PartCatalog>(rawJson);
bool success = ApiCalls.UpdatePartCatalog(part.PartNo, rawJson).Result;
return new OkObjectResult(success ? "Success" : "Failed");
}
}

Listing 6.1: Part catalog PATCH function main class

The function takes a part catalog JSON object as its input parameters. The raw
JSON is first extracted using the StreamReader class. Then, the JSON is
deserialized to a PartCatalog object in order to reference its part number. It is sent
to the “update” API call method with the raw JSON string (displayed in the next
listing). The .NET HttpClient is also initialized via the InitializeClient function.
Inside the function, default request headers are added to the client. The base URL
for API calls and the username/password combination are added to the client as
well, their values being defined in a locally stored JSON file. The full code,

including the InitializeClient method, can be found in Appendix C.

In listing 6.2, the code for the API call itself is executed. The URL for the PATCH
request is formed by the HttpClient’s base URL concatenated with the relevant
projection link, defined in IFS API documentation. The part catalog JSON string is
added as content to the asynchronous PATCH call. If the request is successful and
the part catalog is updated, the HTTP response is a “success” status code, and
consequently, a Boolean true is returned from the function. GET, POST, and
PATCH calls are defined for all part items using corresponding logic. The functions
can be deployed directly to the Function App from Visual Studio.
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public static async Task<bool> UpdatePartCatalog(string partNo, string partJson, ILogger log)
{

string url = "PartHandling.svc/PartCatalogSet(PartNo="" + partNo + "')";

try

{
ServicePointManager.SecurityProtocol = SecurityProtocolType.T1ls12;
var content = new StringContent(partJson.ToString(), Encoding.UTF8, "application/json");
ApiClass.ApiClient.DefaultRequestHeaders.Accept.Add(

new MediaTypeWithQualityHeaderValue("application/json")

)s

using (HttpResponseMessage response =
await ApiClass.ApiClient.PatchAsync(ApiClass.ApiClient.BaseAddress + url, content))
{
if (response.IsSuccessStatusCode)

{
}

return true;

else
{
Console.WriteLine("Error");
throw new Exception(response.ReasonPhrase);
}
}
}

catch (Exception e)

{

if (e.Source != null)
Console.WriteLine("Exception {0} source: {1}, {2}", e.InnerException, e.Message, e.HelpLink);
throw;

¥
¥

Listing 6.2: Code for update part catalog API call

6.8.8 Hybrid Connection and Proxy Use in Logic App
The Function App is not yet able to connect to the on-premises server, as a hybrid
connection must be set up in the same location as the IFS ERP. It is installed similar
to the on-premises data gateway. When the hybrid connection is operating, it is
linked to the Function App via the app’s settings. The server’s TCP port (48080)
must be specified in the endpoint when adding the connection. Values stored in the
local settings file (base URL, API username/password) must be added to the
Function App’s configuration settings manually in Azure. Finally, the public key
certificate of the server hosting the IFS ERP needs to be included in the SSL settings
of the Function App. At this stage, Functions can finally be used inside of Logic
Apps. Figure 6.7 shows a view of the proxy call from the workflow designer.
Values written in the request body field are passed to the proxy and, therefore, to
the API. In this case, all values have been transformed to the intended format before

calling the proxy.

6.8.9 Mapping Tables

Many XML fields, for instance, item_type, are used to fetch values from mapping
tables in IFS. I did not have access to any of the tables employed in the legacy
application. A custom projection was created and deployed in IFS for testing
purposes, allowing it to access data via HTTP requests. The table contains only one

row and two columns, functioning as inputs and outputs. In our primitive scenario,
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the input of valuel produces the output value2. There would be separate mapping
tables containing more rows for each part type in genuine cases. Requests are
handled through the Function App akin to API requests. Figure 6.8 shows a
screenshot of a successful fetch from the custom IFS ERP mapping table using the
GetFromMappingTablel function.

PartCatalogPatch

Request Body {

"ConditionCodeUsageDb": false,

"Description":n join.) % -
"InfoText™ "Logic apps Integration test”

”PEI‘”\U'iE item_code x
“UnitCode’: [ itemMagnitude x
"UomFarWeightNet": "kg",

"Weighthet" if..) x

Method PATCH | K

Add new parameter ™

Figure 6.7: Part catalog PATCH functions. Parameters are a mix of hard coded and
dynamic values. The request body values are sent to the Function App, which in turn makes
the HTTP request using the parameters.

Get value from mapping table 1z

INPUTS Show raw inputs

Function name

LogicAppsProxyIFS/GetFromMappingTablel

Method
GET

Queries

OUTPUTS Show raw outputs

Status code

200

Headers

Key Value

vary Accept-Encoding

Request-Context 3ppld=cid-v1:d632ec6f-9a56-...

Date Tue. 05 Oct 2021 14:2
Body
value2

Figure 6.8: Successful request to a mapping table. “valuel” is used as input, producing
the output “value2”.

6.8.10  Error Handling

Error handling in Logic Apps is accomplished by a combination of retry policies

and “run after” behavior. All HTTP requests, such as the one done through the
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Function Apps proxy, have retry policies activated when connectivity exceptions
occur or an HTTP status code signifying a failure is returned. The default policy
retries the request up to 4 times with an exponential interval. The retry intervals can
be tweaked, or the policy can be disabled altogether, but the default settings were

kept in this instance.

If errors are to be handled for any other actions in the logic app workflow, they
should be surrounded by a scope, followed by “run after” logic. These components
closely match the try/catch-logic found in C# code. In the pilot project, all data
mapping actions and API requests are moved inside a scope. The scope is followed
by a control action that examines if the scope is completed successfully. By default,
logic apps terminate their executions if an action fails. This practice can be altered
by utilizing the “run after” settings. In Figure 6.9, the “run after” settings for the “If
scope failed” control action is set so the workflow advances there even if the scope
is timed out, skipped, or failed.

For each file in folder

=] For each file in folder >

*Select an output from previous steps

Eﬂ Body x

Scope

Get file content |

XML Validation |
Get items as json array |
For each item in file |

Add an action

® \|/
E If scope failed |

Figure 6.9: Mapping actions and API calls have been moved inside a scope. Most
actions are located inside the “For each item in file” loop and are therefore not visible in
this screenshot.

The control action checks if the scope’s result status is either failed or aborted, in
which case the error is to be handled. The AvVIF application handled errors by
logging them in a specific table in IFS through a SQL query. The same functionality
is possible to produce with API calls, although no such table has been created in
IFS for the test project in Azure. Until then, an empty function was created that is
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called in error states. Relevant API calls can be placed inside of the function later.
A notification could be sent to admins to look at the specific workflow execution
for more information, as they can see precisely where the issue appeared using the
visual tools. If all actions in the scope are completed without exceptions, the XML
file is moved to a different folder, indicating that it has been handled. Figure 6.10
exhibits the “If scope failed” control action more closely.

True False

Log error in IFS ERP | Move file to sent folder

Figure 6.10: Error handling. There are different branches depending on if errors are found
(True) or not (False)

6.8.11  Operating Costs of Pilot Project

The finished pilot project uses one trigger and 37 connectors. This sum includes the
connectors in all possible branches in the workflow, and hence all connectors
cannot be executed in one run. Estimating the operating costs for the app is
challenging, as the service’s usage can fluctuate daily. Because the logic app
employs a consumption pricing plan, the cost for the actions and standard
connectors can be added together to calculate the price. The maximum number of
connectors that can be used in one execution is 29, of which 18 are actions and 11
standard connectors. This number assumes that the XML file only has one item,
which is often not the case. By separating the operations inside the item loop(s) (10
and 7) from the rest in the workflow (8 and 4), the max number of actions (x) and

standard connectors (y) used can be calculated with the equation:
x=8+ ax*10
y=4+ ax7

where o = the number of items in the XML file. A reasonable number of items to
loop for each XML file is 3. Inserting the value into the equation results in the
following:

x=8+ 3*10 =38

y=4+ 3x7=25
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There can also be more than one XML file in the folder. Estimating that the total
number of files handled per day is under 100, we can assume that the load is evenly
distributed for simplicity. A poll interval of 30 minutes means that two files are
handled each time the app is triggered. The average month contains 730 hours,
meaning that the app is triggered 1460 times. We can assume that all operations are
re-run for each file. Estimating the monthly cost for workflow operations with these

assumptions equals
1460 * B((x * price of action) + (y * price of standard connector))

where x = number of actions, y = number of standard connectors, and f = number
of files. Inserting the values x = 38 actions, y = 25 connectors and f = 2 files each

30 minutes results in:
1460 * 2 ((38 * price of action) + (25 * price of standard connector))
= 2920 * (38 x 0,000022€ + 25 %+ 0,000108€)
~10,32€/month

The result does not consider that the first 4 000 workflow actions are without charge
in the consumption pricing plan. A proxy is furthermore required for the solution.
Using a Function App with a premium service plan V2 makes the estimated
monthly cost for the pilot project:

Logic App operations (estimate) 10,32€
Function App service plan (case dependent) + 125,91€
Total 136,23€

As expected, the operating costs for the Logic App pale in comparison to the
Function App that serves as a proxy. It is also worth noting that estimations used in
the Logic App price calculations (number of files and items) are “worst-case
scenarios” with 100 files handled each day. This would not occur in practice,
especially considering that these calculations include all weekdays, including

Saturdays and Sundays, when there would otherwise be less activity.
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7. Results and Discussion

In this chapter, the results will be analyzed. First, the outcome of the pilot migration
project will be discussed, along with general impressions of Azure. Secondly, the
benefits and drawbacks of using the Cloudstep decision process are examined.
Finally, my personal impressions about the migration will be presented at the end

of the chapter, with suggestions for further improvements.

7.1 Pilot Project

Overall, the pilot migration project was successful. All essential functionality of
the legacy application was replicated on Azure, and the process was executed with
anticipated results. The processing time of approximately 15 seconds was slightly
larger than the legacy application, but the time difference can be neglected in this
case due to the infrequent executions. The number of required operations, and
therefore the price, was slightly higher than expected. Several caveats regarding a
full-scale migration were exposed during the pilot project’s creation. As such, it is

best to discuss the positive and negative aspects of cloud migration separately.

7.11 Positive Aspects
The main advantage of developing Logic Apps processes is the visually oriented
workflow designer. Compared to a C# application, starting with a new process is
considerably faster when using the Logic App Designer. Utilizing templates in
combination with actions and connectors provided by Azure reduces the level of
coding experience required to create a functioning integration process. In Logic
Apps, features such as threading can easily be enabled in for-loop settings, while
logging is done automatically. Especially for integration processes of lower
complexity, Logic Apps is a good option. Developing the proxy with Function

Apps was also remarkably simple.

In contrast to testing and publishing code for AVIF services, Visual Studio’s built-
in support for Azure Functions made the process faster and more accessible. No
longer do developers have to manually copy files to the existing installation via a
combination of VPN and RD connections. Visual Studio allows for instant
publishing of Functions to Function App by synchronizing the application with the
developer’s Azure account. Once configured correctly, the on-premises data

gateway and hybrid connection work as intended and allow for increased flexibility
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since the application is no longer tied to the IFS ERP’s location, an integral
restriction of the legacy application. Additionally, the input folder for XML files
can be in a different location altogether, further increasing the possibilities for the

integration.

7.1.2 Negative Aspects

As for the negative aspects of the pilot project, a noticeable issue is the limited
support for data manipulations and operations in Logic Apps. This drawback results
in a solution that appears overly complex, as it requires several operations for
seemingly simple tasks. Listing 7.1 and Figure 7.1 display the same process in C#
and Logic Apps, respectively. The code was created purely for demonstration
purposes and contains data operations of similar intricacy to those found in the pilot
project. The function examines the string variables vehicle and price and checks if
the vehicle is a car that costs under the chosen maxPrice value. The result is then
written to the resultString variable. Comparing the two, it is evident that the C#
code is more concise than the logic apps workflow. Note the complexity of the
workflow; While the logic app process makes logical sense and is seemingly
intelligible if the workflow were zoomed in, placing several analogous chains of
actions in a sequence would negatively impact the readability of the workflow.
Additionally, inline code in logic apps workflows is placed inside expressions
blocks that obscure much of their contents. The editor for writing expression code
is also very cramped, consisting of only a single line. It is impossible to see the
entire code for extended expressions in the editor, making it troublesome to write

elaborate operations.

Listing 7.1: Code for checking the price of vehicles. The code uses switch-cases and
integer conversions in order to compare values.
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Figure 7.1: The price check operation created using Logic Apps alone. Note the number
of expressions (pink blocks) and large workflow size that makes it impossible to make all
actions visible in one screenshot.

Further problems arise when logic apps actions and connectors are placed inside
loops, scopes, and conditions. This nested method of loops within loops makes it
laborious to obtain a clear workflow overview. Viewing a scope opens up a large
box in the Ul that often hides or shifts the remaining operations out of view. It was
not possible to acquire any clear screenshots of the entire process for this reason.
Due to limitations within logic apps, some parts of the original solution require
rethinking to work inside Azure. The JavaScript code operation used for regex
operations is a case in point, displayed in Figure 7.2. The JavaScript code receives
values from XML files based on the loop index, which is not stored as a dynamic
loop value in logic apps. Creating an index variable that was incremented in each
loop was revealed to be impracticable because JavaScript code actions in Azure do
not support variables as of now. The problem was solved by creating an object of
the index variable using a “compose” action. The result of the action, i.e., the index,
could then be accessed in the JavaScript code. The described solution resolved the

issue, but it is doubtful that Azure’s developers intended this way of handling data.
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Compose

[=] To access loop index in javascript. Only action results are visible there
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N
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~
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1 // take starting characters + 2 numbers, max 5 characters
2 var itemlson =
workflowContext.actions.Get_items_as json_array.outputs.body

var itemIndex = workflowContext.actiuns.CUmpose.DutputsI
var itemGroup = itemJson['objectArray’]['item'][itemIndex]['item_group']

var regex = "~[~@-9]*[@-9]{e,2}"
var result = itemGroup.match(regex)

- I T I )

Add dynamic content [l

Add new parameter e

Figure 7.2: Workaround necessary to access loop index inside of JavaScript Code action

in Logic Apps
The testing capabilities of logic apps are limited compared to Functions. Workflow
operations can be tested individually in a workflow without executing the entire
process, but most actions and connectors currently do not support this feature. This
hindrance makes testing more time-consuming, since the trigger must be activated
for each attempt, which means that XML files had to be moved to an input folder
every time the process was to be activated. As the workflow became more
elaborate, the easiest method was to create a separate Logic App for testing
purposes, where only the operation in question was added. Quick task testing inside
a workflow is a standard feature in other iPaaS products, such as Frends by HiQ
[40]. It is safe to assume that Microsoft will improve this component of Logic Apps
in the future.

7.1.3 Unresolved Constraints and Goals for Next Iteration
The pilot project exhibits the potential of a migration to a cloud platform utilizing
a combination of Logic and Function Apps. In its current form, mapping data inside
the Logic App workflow makes the process overly complex and challenging to
manage. For a full-scale migration, adding all the requests to mapping tables in
addition to the handling of purchase- and sales parts would increase the number of
workflow operations to hundreds. At that stage, managing the integration process
would become unwieldy. A solution for this issue would be to handle most, if not
all, mapping logic inside the Function App, as proposed in 6.6.2. A switch to Azure

Functions would leave the Logic App to manage the scheduling and reading of
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XML files. As the legacy application is written in C#, much of the code could be
reused in the functions, with the main modification involving the change from
PL/SQL package procedures to API calls. Some additional data might also need to
be handled, as, from my experience, the constraints regarding required fields are
slightly different for SQL queries and API calls. Functions and Logic Apps are very
complementary, and the difficult part is to determine which one is better suited for
the use case. I am confident that a more considerable emphasis on Azure Functions

would provide a better solution for the next iteration.

7.2 Cloudstep

There exists no metric for assessing the performance of a cloud migration decision
process; neither can it be compared to any earlier methods used. Not many decision
processes are available publicly on the web, as many are tied to companies’
consulting services. Therefore, the analysis of the Cloudstep process will be highly
subjective. As with the pilot project, the evaluation will be split into positives and

negatives.

7.2.1 Positives

Even though application profiles are created at some level when planning a
migration, at least subconsciously, systematically specifying them allows for a
more precise evaluation to be made. Companies could disregard the organization
profile unwittingly if they are too enchanted by the new cloud service. Identifying
constraints at this early stage can eventually save time and resources. Identifying
both usage and technical characteristics for the application profile makes for a well-
defined description of the legacy application. This furthermore helps create the pilot
project, as it is clear what functionality must be recreated in the cloud. Cloudstep’s
focus on iterations and constant constraints evaluations provide realistic
expectations for companies looking to migrate their applications. It is unreasonable
to assume that all relevant points will be detected, and the correct approach will be
chosen in the first attempt. Consequently, continuous iterations are unavoidable.
Compared to other migration analysis works described by Beserra et al. [15], the
Cloudstep process does not require the assignment of grades or weights for decision
factors. I find this advantageous as the weights can oversimplify the constraints.
Using profiles and evaluating them provides a more dynamic solution.
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7.2.2 Negatives

Creating the various profiles can be very laborious, especially for the cloud
providers, which often encompass several services and possible options, as was the
case with Azure. According to the Cloudstep model, the cloud provider should be
changed if significant provider constraints exist after evaluating technical and
financial constraints. In our situation, the required work would be excessive and,
most importantly, redundant, as it is specifically Azure that Aveso is investigating.
Modifying the step so that changes within the cloud provider are analyzed instead
was an acceptable compromise. However, the most critical problem encountered
with Cloudstep was the difficulty of creating an appropriate cloud provider profile.
Many aspects and constraints of Azure became apparent only during pilot projects,
as their finer details were hidden in various documentations that were not observed
during this early phase. As such, the first iterations are destined to fail due to
insufficient information. A great example of this problem is the lack of support for
self-signed signatures for HTTP requests in Logic Apps. This issue only became
evident when creating one of the many test projects and ultimately required
redesigning the entire solution to incorporate a proxy server. Ultimately, the infinite
possibilities of cloud services such as Azure and AWS combined with their
multitude of documentation might not be a good fit for Cloudstep. For now, a
significant reason behind the need for many iterations is the constant discovery of

new constraints and alternate solutions.

7.3 Discussion

I was satisfied with the project’s results, with the following possible iteration of the
integration service showing great potential. The need for several iterations was not
surprising, yet it was frustrating because some of the issues were due to the lack of
clear documentation on Azure’s side. The problem concerning self-signed
certificates was not known during the planning phase of the first pilot project, but
devising the solution for the constraint ended up taking up a sizable portion of the
entire migration’s timetable. Even so, the spontaneous decision to use Function
Apps to serve as a proxy server proved to be a happy accident, as it led to further
analysis of the service and ultimately the choice of switching to a primarily Azure
Functions-based solution. I find that Microsoft’s marketing for Azure can be
unclear, as their intended use cases for Logic- and Function Apps are never
disclosed. At a surface level, they may appear very similar. Based on my

experiences on this project, it seems like Logic Apps are better suited for smaller-
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scale integrations that can use the connectors to Microsoft’s products, such as
Outlook or BizTalk. Additionally, it can be challenging to decide on the optimal
distribution of the services when using both. In our case, the project started with a
solution based exclusively on Logic Apps, but it now seems like the best approach
is to primarily use Functions, with some logic app elements for scheduling and file

acCcCess.

The Cloudstep decision process proved to be a valuable resource for migration. |
was not thoroughly familiar with the AVIF service, but I got a good grasp of the
legacy software by creating the application profile. The small-scale pilot projects
are an excellent way to test the integration, but the model would benefit
significantly if more emphasis were placed on them. The best method would be to
start the project by creating short test processes on the cloud provider, providing
valuable insight for the provider profile. Pre-testing might be something that
Cloudstep’s authors [15] assume to be obvious, but it should nevertheless be
pointed out. Cloudstep displays various shortcomings when applying it to a large
and modern cloud service like Azure. The decision process is intended to be applied
in general contexts and domains and is relatively old, released in 2012. Therefore,
it can be unreasonable to expect a fit-all migration framework. It is unsurprising
that companies offer consulting and migration services for cloud migrations to
complex environments for which straightforward models such as Cloudstep are ill-

suited.
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8. Conclusion

This thesis has examined the cloud migration of a legacy integration service to
Azure using the Cloudstep decision process. The main reasons for migrating to the
cloud were increased flexibility and easier access. An ETL batch integration
application by Aveso was selected as the legacy program to be investigated. The
AVIF application is hosted on a remote server and parses XML files in a folder,
transforming the data and sending them to an IFS ERP. When moving to Logic
Apps, Microsoft’s iPaaS, changes were necessary. The code from the legacy
application had to be remade in Logic Apps’ visual workflow system, and instead
of PL/SQL operations, API calls were utilized. Profiles for the organization, legacy
application, and cloud provider were created as described in the Cloudstep paper
[15]. A pilot project was executed to examine the cloud platform’s suitability
further.

A pilot project was completed, where approximately half of the legacy application
was replicated successfully with a combination of Logic- and Function Apps. After
several iterations, it became apparent that the data operations necessary for the
integration become cumbersome to implement via the visually controlled Logic
Apps Designer. If the entire legacy application were to be migrated to Logic Apps,
the number of operations would make the process laborious to manage. Therefore,
a more significant emphasis on Function Apps would benefit the solution as it
supports C# and would thus allow for reusing much of the legacy application’s
code. As it now stands, the Function App-based solution is the objective for the
next iteration, which by all accounts should be the final rendition of the integration

service.

The shift from Logic Apps to Function Apps during the migration process displays
the obstacles faced when planning and executing a migration to cloud services. The
services can seem suited for similar tasks at face value, but their strengths and
weaknesses become evident once implementations start. The same fact applies to
discovering limitations of actions and connectors in Logic Apps, causing increased
complexity and workarounds that gradually increase execution costs. The monthly
cost of the pilot project was approximately 136€. A full-scale migration would raise
the price by 10-15€, with the non-obligatory proxy solution taking up most
expenses. A shift to a Function App-based solution would alter the monthly costs
slightly, but it would still be in the same price range. Overall, the monthly cost of

below 150€ is not unreasonable compared to that of rivaling cloud providers.
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The Cloudstep decision process was beneficial, albeit not as suitable for migrations
to platforms allowing numerous potential implementation methods. By developing
the legacy application and cloud provider profiles, constraints could be detected
and evaluated. The most glaring constraint concerned communication and the lack
of support for self-signed certificates for HTTP requests. The issue was solved by
creating a proxy using Azure Functions. There were no constraints in critical areas
such as security and availability since Azure’s security features and SLAs were
deemed satisfactory. Creating an accurate cloud provider profile is impossible
without first creating small-scale tests to understand the various available features
better. Some steps can seem excessive, such as changing the cloud service in case
of provider constraints. In these cases, it would be more suitable to first change the
solution within the cloud platform to avoid the time-consuming task of creating a

new profile for an entirely different provider.

8.1 Further Research

Decision models tailored for the cloud provider should be developed for optimal
migration analysis. An all-purpose model such as Cloudstep was not designed for
services like Azure, where implementation methods are limitless. As the trend of
cloud computing continues to grow, progressively more businesses migrate their
applications to platforms such as AWS and Google Cloud in addition to Azure. It
would be advantageous for customers if providers offered precise decision models
and example scenarios to their potential clients without any need for joining
programs or paying for consultation services. Migration models explicitly created
for Azure undoubtedly exist, as is evident by many associated consulting services
available online. A common factor for all these models and tutorials is that they
start from the assumption that the platform’s suitability has already been
established. Tailored versions of Cloudstep could be explicitly created for each
cloud service, although it is ultimately up to providers to create official decision
models for their services. Offering more precise comparisons between services,

even on the same platform, would be a step in the right direction.
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9. Molnmigrering till Azure Logic Apps: en fallstudie
med Cloudstep-beslutsprocessen

9.1 Introduktion

Anvindningen av molntjdnster har 6kat alltmer under det senaste artiondet. Det dr
lattare 4n ndgonsin att nirsomhelst fa atkomst till hogpresterande hérdvara.
Molntjénsters manga fordelar, sdsom ldgre forskottsavgifter och hogre nivéa av
skalbarhet, har lett till att manga foretag migrerar sina program till molnet. En
migrering till molnet dr i manga fall inte oproblematisk. Med avseende pa det stora
antalet olika molntjénster kan det vara svart att hitta den optimala losningen till
foretagets behov. I allménhet finns det f4& modeller for att avgora en molntjédnsts
lamplighet for ett existerande program, och &dven om olika bolag erbjuder
djupgéende handledning i de olika stegen av en migrering, utgér de fran att kunden

redan bekréftat att tjansten ar ratt for dem.

Aveso dr ett it-foretag med fokus pé systemintegration och konsultation. Bolaget
undersoker kontinuerligt olika sétt att modernisera sina program, och ett av deras
program har valts som huvudkandidat till migrering till molnet. I denna avhandling
analyseras hur Avesos systemintegrationsprogram skulle fungera pd Azure,
Microsofts molnplattform. Dessutom kommer en generisk beslutsprocess,
Cloudstep, att anvidndas for att noggrannare granska anvandbarheten av en sddan
process 1 dessa specifika fall. Brister och styrkor med Cloudstep kommer att lyftas
fram, samt forbittringsforslag som kan hjélpa foretag som tanker utfora liknande

molnmigreringar 1 framtiden.

9.2 Molntjanster

Att kdra program 1 egna lokaler pa bestdimd hardvara, det vill sdga on-premises, har
lange varit normen for foretag. Det ar relativt nyligen som datormoln har blivit ett
tankbart alternativ. Teknologin introducerades for allmidnheten av Amazon &r 2002
i form av Amazon Web Services (AWS), och andra storbolag har senare
introducerat sina egna molnbaserade plattformar. Organisationen National Institute
of Standards and Technology (NIST) definierar molntjdnster som “en modell for
att mojliggora bekvdm nitverksitkomst till en delad pool av konfigurerbara
datorresurser pa begiran varifran som helst. Dessa datorresurser, som ar i form av

ndtverk, servrar, lagring, applikationer och tjdnster, kan snabbt provisionernas och

60



sldppas med minimal hantering eller interaktion fran tjansteleverantéren (6vers.)”
[2]. NIST beskriver molntjanster noggrannare med hjélp av vad som ofta kallas for
5-4-3-principerna for moln. De listar fem egenskaper som dr vésentliga for alla
molntjdnster, varav den forsta &ar sjdlvbetjdning pa begiran, det vill sdga
datorkapacitet ska kunna levereras utan kontrollatgirder fran ménniskor.
Omfattande tillgénglighet via ndtverk och resursfordelning mellan anvéndare &r de
tva foljande aspekterna. De tva sista egenskaperna berdr snabb elasticitet och
matning av resursanvandning. NIST tar d&ven upp fyra implementeringsmodeller. I
ena dnden av spektrumet finns privata moln, dgnade for internt bruk i foretag, och
pa andra dnden finns offentliga moln som ar 6ppna for allmint bruk. Mellan dessa
finns &dven s& kallade community-moln for flera foretags bruk, samt
hybridlosningar. Slutligen rdknar NIST upp tre servicemodeller for molntjénster:
Program som niittjinst (SaaS), platform som ndttjinst (PaaS) och Infrastruktur
som ndttjdnst (laaS). Termerna beskriver vilken niva av abstraktion som tjansten
har. Med SaaS anvénder slutanvindaren ett fardigt program som kors pa
programuthyrarens servrar, medan PaaS later kunden hyra servrar for att kora sina

egna applikationer.

Molntjénster har flera fordelar jaimfort med korning lokalt. Resurser pd molnet dr
tillgdngliga niarsomhelst varifrdn som helst i virlden. Kapitalkostnaderna &r lagre
eftersom ingen fysisk hardvara behover inforskaffas och resurserna kan snabbare
laggas till eller tas bort enligt behov. Foretag behover inte heller ha samma niva av
sakkunskap for att komma i ging med serverinstallationer. De tvd mest
framtrddande orsakerna till oro hos anvéndare som flyttar sina program till molnet
ar sdkerheten och integriteten av deras data [8]. Sédkerheten som molntjénster
erbjuder kan dock i vissa fall 6verskrida den av ett foretags lokala hardvara, och

leverantdrerna av molntjanster erbjuder sina specifika tjdnstenivaavtal (SLA).

9.3 Migrering till Molnet

For att hjilpa kunder med att migrera sina program till molnet har
tjdnsteleverantdrer sdsom Amazon och Microsoft skapat sina egna
migreringsmodeller [13] [14]. Fastdn modellerna till en viss grad ar skraddarsydda
for specifika molntjinster, innehéller de oftast d4nda foljande steg: utvérdering,
planering, utférande, validering och underhall. I utvérderingsfasen utfors afférs-
och teknikanalyser samt en uppskattning av arbetsbordan. Vid planeringen viljs en
migrationsstrategi, vilka enligt e-boken “Migrating to AWS: Best Practices and
Strategies” av Stephen Orban kan delas in 1 sex kategorier [14]. Med "lyft och
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flytta’-strategin migreras IT-systemet utan nagra stora dndringar, medan
refaktorisering innebdr omstrukturering av hela programmet s att det battre ska
passa molnet. En blandning mellan dessa tva ar ”lyft, kndpa och flytta”. Kunden
kan dven vélja att kopa en fardig tjanst som motsvarar hens existerande program.
De tva sista strategierna beror fall diar ingen migration utfors eftersom programmet
antingen dr for gammalt, eller s fungerar det béattre da det kors lokalt. D4 strategin
valts utfors sjdlva migreringen. Dérefter kan validering och optimering goras
kontinuerligt for att forbattra resultaten. D& programmet kors pa molnet kraver det

slutligen ndgon form av styrning och dvervakning.

Molnmigreringsmodellen Cloudstep introducerades av Patricia V. Beserra et al. dr
2012 [15]. Cloudstep é&r é&dgnad for att hjdlpa applikationsutvecklare och
projektledare med att fatta lampliga beslut angdende moln. Med hjilp av att skapa
olika profiler kan de viktigaste aspekterna av organisationen, applikationen och
molntjdnsten identifieras. Genom att iterativt folja Cloudstep-modellen ska

anvindare battre f4 en bild av om molntjansten passar deras applikationer.

9.4 Systemintegration

I och med att foretag vixer producerar de 4ven mer data. Informationen sparas ofta
lokalt eller p4 moln, i en kombination av olika format. Det har blivit fordelaktigt
for program och foretag att dela pa denna information. Data frén olika kéllor ar i
manga fall oférenliga med varandra, och méste i sddana fall behandlas pa ndgot satt
innan de kan kombineras. Detta dr kdrnan av systemintegration. [ boken ”Principles
of Data Integration” definierar AnHai Doan et al. systemintegration noggrannare
genom dess mal, att “erbjuda enhetlig tillgéng till en uppsittning autonoma och
heterogena datakéllor (O0vers.)” [18]. Autonomi avser att de administrativa
rattigheterna till kédllorna kan variera, medan heterogenitet syftar pa att datakéllorna
skiljer sig fran varandra. En vanlig form av systemintegration dr ETL, hdmtning,
konvertering och lagring (eng. extract, transform, load). Vid himtning verifieras
informationen, som sedan exporteras till ett s.k. uppstillningsomrade dir den
konverteras enligt vissa formler. Da informationen lagras i slutsystemet kan
ytterligare validitetsgranskningar dnnu utforas. Man brukar skilja mellan satsvis
bearbetning och realtidsintegration. Satsvisa bearbetningar dr asynkrona och
Overfor data enligt en forutbestimd tidtabell, dir termen sats betecknar den stora
datamingden som bearbetas. Lopande bearbetning anvénds i1 fall ddr granssnitt
véantar pa att transaktionen ska slutforas i alla inblandade system innan den avslutas,

exempelvis vid kreditkortsbetalningar.
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Ett populart sitt att fa tillgang till uppgifter fran olika tjanster ar genom ett AP, ett
applikationsprogrammeringsgrdnssnitt som tjinsteleverantéren skapat. Genom
APL:er kan foretag pd ett reglerat sitt tillhandahdlla data och tjénster at andra
anvéndare, utan att de behover forsta den underliggande strukturen. Begédran till
webb-API:er gors oftast med hjilp av HTTP-forfragningar. Det vanligaste monstret
for att skapa APL:er &r REST (Representational State Transfer), som introducerades
av Roy Felding ar 2000 [28]. Data fran ett API skickas ofta tillbaka i form av JSON
(Javascript Object Notation) eller XML (Extensible Markup Language).

9.5 Utférande och Implementation

De forsta stegen 1 Cloudstep-beslutsprocessen ér att definiera organisationens
profil samt granska om det finns ndgra begrinsningar i migreringen. Orsaken till
att Aveso undersoker en migrering till molnet dr for att modernisera dess
applikationer och séledes locka nya kunder. Avesos personal dr bekanta med
Azure-plattformen, och foretaget begrinsas inte av nagra lagar om den fysiska

platsen av datalagring.

Som f6ljande skapas en profil av applikationen, Aveso Integration Framework
(AvIF). AvIF-granssnittet liser XML-filer satsvis fran en forutbestimd mapp.
Informationen behandlas och skickas dérefter till ett ERP-system som befinner sig
pa samma virddator. AvIF-tjanster kontrolleras med hjélp av ett separat granssnitt,
AVIF Manager, och noggranna instéllningar sdsom adresser for indata gors i en
skild konfigurationsfil. Eftersom AvIF-applikationer installeras pd kunders servrar,
kommer administratdrer endast & dom med hjdlp av fjarrskrivbord. AvIF-
applikationer kodade i C#, och de kontaktar ERP-system med hjilp av PL/SQL-

operationer.

Vid skapandet av profilen for molntjinsteleverantéren granskas Logic Apps,
Azures integrationsorienterade PaaS. Tjanster 1 Logic Apps skapas med hjélp av
visuella arbetsfloden bestdende av en trigger, foljt av en serie steg innehdllande
processer eller hindelser. Dessa hindelser kan vara antingen inbyggda, till exempel
berdkningar och hantering av variabler, eller s& kan de vara connectors som &r
anslutna till externa tjénster, sdésom Outlook. For projektet utnyttjas en trigger som
ar ansluten till en katalog och startar programmet dd en ny fil upptécks. Hantering
av data sker nistan helt via inbyggda funktioner, och information skickas till ERP-
systemet via REST API-forfrdgningar. Kostnaden for Logic Apps paverkas av
vilken prisplan som viljs. I vér fallstudie betalas tjdnsten enligt anvindning, vilket
estimeras blir 10€/ménad. Azures SLA lovar en tillgédnglighet pd 99,9 %, samt
erbjuder Microsoft flera sidkerhetstjanster som kan anviandas utover de inbyggda.
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Déa profilerna for applikationen och molntjinsteleverantoren jamfors ar det
tydligt att den storsta begransningen berér kommunikation: HTTP-forfrdgningar i
Logic Apps stoder inte sjidlvsignerade certifikat, som anvinds av Avesos testserver.
For att kringgd detta anvidnds en proxyserver, denna gang skapad med Azure
Functions. Anvéindningen av en mellanserver kan leda till ekonomiska
begransningar, men i detta fall fortsétter vi processen. Ifall det fortfarande finns
begransningar, ska andra molntjinster undersokas enligt Cloudstep. I var
fallstudie dr detta redundant, eftersom det specifikt 4r Azure som undersoks. Darfor
modifierades steget en aning, och endast alternativa l0sningar inuti Azure

undersoks. En migreringsstrategi véljs ocksa, vilket i Avesos fall dr aterkdp.

I nésta steg ska ett smaskaligt pilotprojekt utforas for att kontrollera att
molntjinsten fungerar som forvéntat. Cirka hélften av AvlIF-applikationen
aterskapades med Azure Logic Apps och Functions, och alla dess visentliga
funktioner Overfordes framgangsrikt. Det slutliga arbetsflodet inneholl 37

hindelser, och dess manadskostnad estimerades till 136€ (10€ utan proxyserver).

9.6 Analys och diskussion

Efter pilotprojektet kan nidsta iteration av projektet planeras. Utgdende fran
processen som skapades 1 Logic Apps dr det uppenbart att hanteringen av
information fungerar béttre inuti Azure Functions. Darfor dr planen for nésta
iteration att overga till en mera Functions-baserad 10sning. Den tydligaste positiva
aspekten med Logic Apps var dess visuella verktyg for att skapa arbetsfloden.
Jamfort med utveckling av applikationer i exempelvis C# sa behdvs knappt nagon
kodkunskap alls med Azure, och Microsoft erbjuder flera mallar for att komma i
ging. Dock krivs det manga steg for att utfora till synes enkla berdkningar, vilket
gor att traditionell kod &r mer koncis och littlaslig for storre projekt. Cloudstep
stodde analysprocessen genom framstillningen av profiler som kunde jimforas for
att direkt uppticka begriansningar. Dessutom var det léttare att skapa ett testprojekt
dd applikationens vésentliga funktioner var etablerade. Dessvérre uppvisar
Cloudstep svagheter da modellen appliceras pa en modern molntjénst. Skapandet
av profiler ar tidskrdvande, och flera begrdansningar blev uppenbara forst efter flera
iterationer. Detta beror delvis pd en brist av tydlig dokumentation av Azures

funktioner, samt avsaknaden av testande i ett tidigt skede av Cloudstep-processen.
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9.7 Avslutning

I denna avhandling har en migrering till molnet undersokts med hjilp av Cloudstep-
beslutsprocessen. Lampligheten av Cloudstep analyserades dven da det tillimpas
pa en modern molntjinst sasom Microsoft Azure. Beslutsprocessen foljdes, varefter
ett smaskaligt projekt utvecklades till Azure Logic Apps. Efter en utvérdering av
testprojektet blev det tydligt att ett storre fokus pa Azure Functions skulle gynna
projektet, eftersom C#-koden frén den ursprungliga applikationen da delvis kunde
ateranvindas. Svara datahanteringsoperationer kriver flera steg i Logic Apps-

arbetsfloden och gor hela processen svarlaslig.

Profilerna som skapades for Cloudstep hjdlpte migreringen, men beslutsprocessen
kunde uppdateras for att béttre passa nya molntjdnster. Sma testprojekt borde
skapas direkt for att upptidcka begransningar och undersokandet av andra
molntjénster kunde ersittas med alternativa 16sningar inom samma plattform. I
framtiden kunde skriaddarsydda Cloudstep-beslutsprocesser skapas for specifika
molntjdnster, men tjdnsteleverantdrer kunde &dven forbéttra sina egna

analysprocesser.
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Appendix

IFS ERP. The specification

butes and formats of the response can be

m

for PATCH-call i

10n

OpenAPI specificat
API calls with example responses

the ‘Models’ box (bottom right).

Appendix A

. Attri

contains

SwaggerHub

layed usi

ing

isp

d

OpenAPI file

seen in
[30]

1S

CREATE NEW VERSION -

- PartCatalogSet
Update entity in PartCatalogSet

If-Match
header
E-Tag

string
Prefer
header

string

It is a Text
/PartCatalogSet(PartNo="{PartNo}"'}/IfsApp.PartHandling.PartCatalog.DefaultCopy
(CopyValues=@CopyValues):

- PartCatalogSet
Invoke function DefaultCopy

$select
query
Specify properties to return, see [OData Select](http://docs.ocasis
-open.org/odata/odata/v4.8/erratad3/os/complete/parti-protocol/odata-v4.8
©3-0s-partl-protocol-complete. html# System Query Option 3)

E /PartCatalogSet(PartNo="{PartNo}')

Parameters

Name

Ii-Match
string

(header)

Prefer
array[string]

(header)

PartNo = =au's

string

Request body

request body for updating enti

Description

E-Tag

Prefer: retum=minima

ies : retum=minimal

/pe PartCatalog

Example Value Schema

"Descript:

"InfoText™: "It
"StdNameId": 1,
"UnitCode™: "It

It is a Text”,
is a Text”,

is a Text”,

"LotTrackingCode”: "LotTracking”,
"SerialRule”: "Manual”,
“SerialTrackingCode™: "SerialTracking”,
“EngSerialTrackingCode™: "SerialTracking”,

"PartMainGroup”
“Configurable”:
“CustWarrantyId"
“SupkarrantyId":

"It is a Text”,
onfigured”,

"ConditionCodeUsage”: "AllowConditionCode”,
"SubLotRule”: "SublLotsAllowed”,
"LotQuantityRule": "OnelotPerShopOrder™,
~InputUnitMeasGroupId”: "It is a Text",
"CatchUnitEnabled": true,
"MultilevelTracking™: "TrackingOn",
"ComponentLotRule”: "ManyLotsAllowed”,
"StopArrivalIssuedSerial”: true,

“HeightNet™: 1,

“UomForWeightNet™: "It is a Text",

Update entity in
PartCatalogSet

~ !

application/json

~ ]
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Appendix B: Mapping table for AvIF integration (reduced to only include relevant
information for pilot project).

XML file field

Constraints

Modifications

IFS field

<item_code>

<item_ver>
<item_create_
date>

<item_type>

<item_group>

<item_status>

<item_magnitu
de>

<item_descl><
item_desc2>

<mass>

<drawing_numb
er>

<length>
<width>

Mandatory field.

Create_date Man

datory field

Mandatory field

Mandatory field.

Header group (5
first characters)

must exist in IFS.

Must be
ACCEPTED.

Mandatory field .

ltem_descl Mand

atory field .

Form revison text using
following logic:

Rev. <item_ver>

(<item _create_date>)
Where item_ver default is 1
and item_create_date is
date where time has been
removed

Determines what headers
are created in IFS.

Uses mapping table

From 2 part groups.

Part group 1:

e First 5 chars

e All letters from start

e After that, max 2
numbers

e Example: AB12 (From
AB1234)

Part group 2:
e 5 first characters

Convert all characters to
lowercase. Change:

. Mm =>m

e Kpl=>pcs

Descl + desc2 separated
with whitespace

Form combined value:
L=<length> x W=<width>
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Part no

Part Revision
Revision_text

Not brought
into IFS

Inventory
Part
Prime_comm
odity (header
group 1)
Second_com
modity (
header
group 2)

Part Catalog
Unit_code

Inventory Part
Unit_meas
Part Catalog /
Inventory Part
/ Purchase
Part
description
Part catalog
Weight_net
Inventory
part
Type_designa
tion

Inventory Part
Dim_quality



Appendix C: Full code for part catalog PATCH API call using Azure Function App

public static class PartCatalogPatch

[FunctionName("PartCatalogPatch")]

public static async Task<IActionResult> Run(
[HttpTrigger(AuthorizationLevel.Anonymous, "“patch", Route = null)] HttpRequest req,
ILogger log)

{
ApiClass.InitializeClient();
var reader = new StreamReader(req.Body);
reader.BaseStream.Seek(®, SeekOrigin.Begin);
var rawJson = reader.ReadToEnd();
PartCatalog part = JsonConvert.DeserializeObject<PartCatalog>(rawJson);
bool success = ApiCalls.UpdatePartCatalog(part.PartNo, rawJson, log).Result;
return new OkObjectResult(success ? "Success" : "Failed");

}

}
public static void InitializeClient()

//unsafe!

var handler = new HttpClientHandler()

{

ServerCertificateCustomvValidationCallback = HttpClientHandler.DangerousAcceptAnyServerCertificatevalidator

>

ApiClient = new HttpClient(handler);

ApiClient.DefaultRequestHeaders.Accept.Clear();

ApiClient.DefaultRequestHeaders.Accept.Add(new MediaTypeWithQualityHeaderValue("application/json"));
ApiClient.BaseAddress = new Uri(Environment.GetEnvironmentVariable("BaseUrl", EnvironmentVariableTarget.Process));
string basicAuth = Environment.GetEnvironmentVariable("BasicUser", EnvironmentVariableTarget.Process) + ":" +
Environment.GetEnvironmentVariable("BasicPassword", EnvironmentVariableTarget.Process);

var byteArray = Encoding.ASCII.GetBytes(basicAuth);

ApiClient.DefaultRequestHeaders.Authorization = new System.Net.Http.Headers.AuthenticationHeaderValue("Basic",
Convert.ToBase64String(byteArray));

}

public static async Task<bool> UpdatePartCatalog(string partNo, string partJson, ILogger log)
{

string url = "PartHandling.svc/PartCatalogSet(PartNo="" + partNo + "')";

try
{
ServicePointManager.SecurityProtocol = SecurityProtocolType.T1ls12;
var content = new StringContent(partJson.ToString(), Encoding.UTF8, "application/json");
ApiClass.ApiClient.DefaultRequestHeaders.Accept.Add(new MediaTypeWithQualityHeaderValue("application/json"));
using (HttpResponseMessage response = await ApiClass.ApiClient.PatchAsync(ApiClass.ApiClient.BaseAddress + url,
if (response.IsSuccessStatusCode)
return true;
}
else
{
Console.WriteLine("Error");
throw new Exception(response.ReasonPhrase);
¥
}
}
catch (Exception e)
{
if (e.Source != null)
Console.WriteLine("Exception {0} source: {1}, {2}", e.InnerException, e.Message, e.HelpLink);
throw;
}

conte
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