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1. Introduction

1.1. Subject

This document describes the framework for the Open Science and Research Initia-
tive (ATT) using the enterprise architecture methodology. This target architecture
will guide the national principles of openness that govern the data and services used
in science and research, the exchange of information, and the development of e-ser-
vices that support openness.

'Framework for open science' means a general description of the desired architecture
(target architecture) in the specified field. The framework configures and defines the
key structural elements of the overall solution, without expressing a precise solution,
for example, implementation technology or any other details of design and imple-
mentation. The framework for open science defines the framework in which shared
open science and research solutions will be designed and implemented, including its
components, information management, applications, and local services.

This framework for open science gives an overview of how various actors' open sci-
ence and research process and services — including data, data structures, actors, roles
and IT systems — will form an interoperable system in the target state. It seeks to
split functions and technological components into logical entities in which only one
solution is developed for the one common purpose, and which seamlessly connect to
other services and existing implementations both nationally and at other research or-
ganisations.

Operating models and solutions that promote open science and research should com-
ply with this target architecture. When developing technologies and operating mod-
els for open science and research solutions and subsystems, developers should com-
pare their potential solutions with this framework for open science, and seek to ac-
quire or implement solutions that best fit the specified architectural objectives.

The framework for open science and research will be significantly linked to the en-
terprise architecture of institutions of higher education and research institutes, and
will also be partially connected to the common enterprise architecture of public ad-
ministration.

1.2. Intended audience

This framework for open science description is aimed at institutions of higher educa-
tion and national research institutes; organisations and working groups that are de-
veloping national and shared models and solutions for open science and research;
and their partners.

This document can be used to develop interoperability between open science and re-
search activities and services from different perspectives, such as processes, data,
and the exchange of information. This architecture should be applied at organisa-
tional level and, in particular, to meet the needs of open science.

The roles in this framework for open science and research are:
e The Open Science and Research Initiative (ATT)

o The Open Science and Research Initiative's own steering group, core
team, and action groups.

APPROVED




P .« ' AVOIN TIEDE
7~ JATUTKIMUS

1

Framework for Open Science and Research 3.2.2016 4 (49)

e Actors responsible for conducting and developing research at institutions of
higher education and research institutes

o Key persons in research development, those responsible for develop-
ment projects, and project managers who are working to develop re-
search and its tools in projects whose development activities are di-
rectly or indirectly linked to IT environment services

o Those who develop research processes and leadership processes

o Supervisors who are responsible for research at institutions of higher
education and whose tasks include promoting framework for open
science in their units

o Main users of existing research IT systems at institutions of higher
education and other research organisations

o External third-party and private-sector service providers, partners and
subcontractors that provide research support services to institutions of
higher education and other research organisations

e Key persons in enterprise architecture and information management at insti-
tutions of higher education and research institutes

o Key persons responsible for information management and data tech-
nology solutions, such as information management directors and man-
agers

o Key persons responsible for enterprise architecture activities — named
architects

o ICT project designers and technical responsible persons
e National steering

o Key persons in research policy at the Ministry of Education and Cul-
ture from the perspective of interoperability and development in open
science and research.

In addition to the aforementioned, the target groups for this document include ser-
vice providers that offer research IT systems, and ICT, consulting, expert or develop-
ment services to institutions of higher education and research organisations.

1.3. Open science and research

This framework for open science has been developed as part of the Open Science
and Research Initiative.

Open science means the use of open operating models in scientific research. The key
objective is to publish research outputs, along with the data and methods used, so
that they can be examined and used by all interested parties. Open science includes
practices such as open access publishing (of both publications and research data),
harnessing open-source software and open standards, and the public documentation
of research processes with 'memoing'.

Openness is a fundamental principle of science and research. Maximum openness
creates new opportunities for participating in science and research, not only for a
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broad range of researchers but also for decision-makers and the general public. Open
science has become a globally significant way to promote both science itself and its
social impact. This is due to the opportunities generated by openness: more extensive
validation of research findings, transparency, and repeatability. However, for this
happen, people need wide-ranging access to the publications, datasets, methods, ex-
pertise and support services generated by, and required for, research. This openness
should be reflected not only in data collection and management but also in research
and evaluation methods. Other people's interest in a study indicates its significance.
Scientific impact increases when results are extensively available.

2. Using the enterprise architecture method

‘Enterprise architecture (EA)' means modelling, describing and designing operations,
data requirements, IT systems and technological solutions in accordance with a com-
mon model. Enterprise architecture ensures that requirements in different areas — and
in particular operational requirements — are holistically considered in the develop-
ment of all operations and ICT solutions. In practice, enterprise architecture consists
of the organisational configuration, description templates and architectural policies
drawn up on their basis.

Enterprise architecture extends beyond simply describing IT systems — it also de-
scribes the reasons why the system is being implemented, what needs it addresses,
and what data is required for the purpose.

In order to ensure that solutions have the correct functionality and scope, the enter-
prise architecture method is also configured in terms of architecture domains and
on conceptual levels (abstract levels).

e Architecture domains:

o Business Architecture: from the perspective of business and custom-
erships

o Information Architecture: from the perspective of concepts, data, and
data resources

o Application Architecture: from the perspective of the system

o Technology Infrastructure Architecture: from the perspective of tech-
nology, equipment and technical solutions, and their maintenance

e Levels of Abstraction (see e.g. TOGAF: Content metamodels):
o Contextual level - WHY, within what limits
o Conceptual level - WHAT

= For example, what data is required and for what purpose;
what are the key operational concepts?

Logical level - HOW

= For example, the logical configuration of data resources and
how data should be located within different systems.

Physical level - WITH WHAT

o

O
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= For example, which physical databases will store the logical
data resources; what will be implemented using files or docu-
ment management systems?

The Kartturi EA method used in the higher education sector (described below) has
been employed in this work:

Contextual Limabons and precondibons
Level - WHY, Specications governing archiechire — stakeholder architeciures
A

limits Informaton secunty and data profechon prnciples
Business Information Application _Technology
architecture architecture | architecture H infrastructure
architecture
I A Concept model T aysiem senices Technical requirements
Operational challenges, Roles
requerements and obpectives
Conceptual .
Level - WHAT SEmces
Stakeholders
Drganisason Master data Logical [T sysham = Technical components
Process stma Logical data warshouses Jff General senice stuchire e ooy on o oement
Lnghl:al Process oS Informaton fiows architecture
Level = HOW
Syshems-data warehouses Lowical nokwork diagrarm
Processes—data lems-progesses
o ration model
[ |
e | | 1\
Interfaces and connechons Technical choices
Physical
Level - WITH | data warshouses m portioho Physical network diagrarm
WHAT Code sets Senace-level objecives
Jl

.

1 L .4 i L |

In accordance with the Kartturi EA method, architectural work was launched by de-
fining which EA descriptions would be used in this particular framework for open
science. As the subject of this enterprise architecture description is the target frame-
work for open science, the focus has been on the sections that describe the objectives
of the diagram'’s upper section, in accordance with the Kartturi model. The following
diagram roughly models the sub-descriptions of the enterprise architecture (marked
in yellow).
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Limitations and precondiions

Contextual Specifications governing architecture — stakeholder architectures
Level “WHY,

within what limits

Information security and data protection principles

Business Information Application Technology
architecture architecture architecture infrastructure
“architecture
rateq Concept mode! ITs services Technical requirements
Operational challengss, Roles
C tual : s
Target state onceptua ]
B Level — WHAT Services
Initial Stakeholders
4 Organisation Master dafa Logical IT system — Technical components
Process list/m. Logical data warehouses [l 9eneral service structure WS-~ 5y management
Logical Process descriptions Information flows architecture
Level - HOW Systems-data warehouses Logical ok diaaram
Processes—data Systems-processes
\_ Integration model
4 N\
) Interfaces and connections Technical choices
Physical lﬁﬁ
Level - WITH Physical data warehouses System olio Physical network diagram
WHAT i i portf
| Code sets l Serwice—leval objectives ]
(. | 4

In the main, the current situation has only been identified with regard to general-use
IT systems and any key technical IT systems already in existence at the outset.

3. Architectural policies — contextual level

3.1. Limitations and preconditions

The framework for open science for open science and research cannot cover all of
the subjects and properties relating to open science and research and its operating en-
vironment.

This framework for open science has been limited as follows:
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This is included in the RA for 0SaR This may be included with a
limited scope

= The reference architecture is common to all « Increasingly offering sector-specific research = We don't actively develop reference
research units and research financiers tools to researchers (publishers, new architectures for data administered by the

= Examine the entire research system and all of companies) — to what extent will this be Ministry of Social Affairs and Health, or
its actors included? architectures for the Ministry of the

= Consider existing architectures or EA « The Impact Working Group generates input Environment and other administrative
principles at an international level data for science and research impact sectors — we connect to them as the

+ Create a model in which intellectual capital indicators — the RA for OSaR ensures that solutions require
can be utilised for different purposes — make these indicators (KPIS) can be collected on = No support service architectures for research
data easily accessible in a usable format the basis of the reference architecture or research administration will be developed

= The reference architecture enables the « Research permit management — take within this reference architecture — the TUHA
development of research indicators and sensitive data into account through netwark is developing this area
measures of national impact. architecture — possibly generalised « The reference architecture does not express

an opinion on field-specific research
methods or data production methods

= In this work, no opinion is expressed on who
benefits from open research data and how it
is used to support social decision-making

« This work does not generate any common
benchmarks or indicators for research.

* In this work, a general-level concept model is
drawn up for master data categories —no
detailed data models

¢ This work does not express an opinion on
the assessment of science

This framework for open science creates a high-level overview of the principles, op-
erations, data, IT services and technology involved in open science and research. In
order to implement solutions, additional work will be required to further specify the
features described in this framework. The key areas requiring further specification
when this framework for open science is updated are:

e Core components that further specify concepts and master data
e Data resource structures

e More details on how services and data resources will be divided between
centralised and decentralised solutions

e More detailed descriptions of application services
e More detailed descriptions of interfaces
e The design of the integration solution.

Limitations and preconditions have been listed in more detail in Appendix 1, EA ta-
bles.

3.2. Guiding architectures, projects and solutions

The area to be developed is connected to both legislation and a number of stake-
holder solutions, projects and architectures that must be considered during develop-
ment.

The following diagram shows the key stakeholder projects, solutions and architec-
tures that will affect the framework for open science for open science and research.
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National, shared
guiding architectures

Primary data resourc

Ministry of Finance's open data programme

National Digital Library

National service architecture

Reform of the Archives Act

ri el
Education and Culturt sector

International guiding
architectures

OECD Open Science

Research Data Alliance

Open Science Researcher's Curriculum

Horizon2020

ESF recommendations

Gates Foundation funding

Data protection standards in Europe

PSI directive

INSPIRE di

DORCID

National science guiding
architectures

Good data management practices

The Research Data Management Handbook

Research infrastructures

Academy of Finland's recommendations

The Research Ethics Handbook

Comprehensive reform of state research institutes

and res funding

The key content of guiding architectures is as follows. The 'Binding force' column
indicates whether the specifications for the solution in question should be considered
or must be complied with during development:

Guiding architectures Oblication Description, key content Organisation responsible
National, shared guiding architectures
Primary data resources Steering Population Information System, Business Information System, Land Information Population Register Centre,

System, efc.

Finnish Patent and Registra-
tion Office

National Land Survey of Fin-
land

Ministry of Finance's open data programme

Ministry of Finance

National Digital Library

To be considered

The project is developing services and operating models that can be used to cre-
ate, manage, preserve and utilise cultural heritage materials. Interoperability be-
tween systems storing different cultural heritage materials and the compatibility of
the data contained within them will also be ensured.

Ministry of Education and
Culture

National service architecture

To be considered

The programme is creating the National Data Exchange Layer; the shared ser-

vice views required by citizens, companies and authorities; a new national elec-
tronic identification solution; and national solutions to manage the roles and re-

sponsibilities of organisations and natural persons.

Ministry of Finance

Reform of the Archives Act

Binding

The project is analysing key reforms relating to the Archives Act and Decree, and
is preparing a proposal for the revised legislation.

Ministry of Education and
Culture

Public administration EA

Binding

Public administration Enterprise Architecture:
https://www.avoindata fi/data/en/dataset/jhka-yhteiset-ict-palvelut-v1-0

Education and Culture's target sector

Enterprise architecture principles in the Ministry of

Binding

Enterprise architecture principles that must be complied with in the Ministry of Ed-
ucation and Culture's target sector.

Ministry of Education and
Culture

International quiding architectures

OECD Open Science

To be considered

Recommendations made in open science concepts and principles

OECD

Research Data Alliance

To be considered

Alliance, recommendations of different levels, such as defining permanent identi-
fiers

Research Data Alliance

Open science researcher's Curriculum

To be considered

An extensive set of open science policies

Unesco

Horizon2020

Steering

A financial instrument used to fund research within the EU. Contains policies on,
for example, open access publishing and guidelines for openness in research in
general.

European Commission

ESF recommendations

To be considered

For example, instructions for using archives

European Science Founda-
tion

Gates Foundation funding

To be considered

The largest funder of science in the world. A very high level of openness is re-
quired to receive funding. Extremely targeted in its funding of research

Gates Foundation

Data protection standards in Europe

To be considered

General guidelines on protecting personal privacy in datasets. May also partially
restrict data usage

PSI directive

Binding

A directive that governs the re-use of public-sector data

European Parliament
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ORCID To be considered An international method for identifying researchers.
INSPIRE directive Binding The Infrastructure for Spatial Information in the European Community European Parliament

National scientific guiding architectures

Academy of Finland's recommendations Binding
The Research Ethics Handbook Steering The fundamentals of research ethics Finnish Advisory Board on
Research Integrity
Good data management practices Steering Largely a general principle Section 18 of the Act on the
Openness of Government
Activities
The Research Data Management Handbook Steering Also contains contractual models and processes for surrendering datasets, etc. Finnish Social Science Data
Archive (FSD)
Research infrastructures Steering The Finnish strategy and roadmap for research infrastructures 2014-2020 de-
fines the important national research infrastructures within the Finnish ecosys-
tem. It also lists Finnish actors' partnerships in the European Strategy Forum on
Research Infrastructures (ESFRI); international research infrastructures that Fin-
land has joined through (government) agreements; and local infrastructures iden-
tified as important by research organisations.
KOTUMO Roadmap To be considered Forging closer cooperation with institutions of higher education and research in- Ministry of Education and

stitutes. A key objective of the KOTUMO Roadmap 2015-2017 is to create the Culture
best possible conditions in Finland for conducting research and innovation activi-
ties, and to strengthen the international visibility and impact of Finnish science
through cooperation, collating resources, and clearer task divisions. This will also
support Finland's competitiveness, renewal in trade and commerce, and social
development.

Guiding architectures and projects are listed in greater detail in Appendix 1, EA ta-
bles.

3.3. Architectural principles

Several key policies act as cornerstones for the design and implementation of open
science and research and its associated services and structures, and also for ensuring
continued service provision. These policies have been collated into the following set
of architectural principles.

The architectural principles for open science and research are as follows:

The architecture considers the

entire lifecycle of research and The architecture creates

services that accelerate and

The architecture enables open the data it generates, including facilitate research efforts and
access to research results and _its management, so that h h at i

i scientific and research findings SREMEinlE MESERIRED S 16 Wany
re-use from primary sources. core (self-correction,

repeatability)

are permanent and reliably
available.

The reference architecture
supports a layered, modular
and cost-effective solution
model that utilises existing
components and can be
modified to meet the needs of
different scientific fields and
functions.

The reference architecture
creates specifications that can
be used to identify
unambiguous preconditions for
open science and research.
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These architectural principles emphasises holistic coverage — in the target state, the
largest possible percentage of the research process is open and accessible to the sci-
entific community.

Those developing and implementing open science and research activities and IT sys-
tems must consider the aforementioned architectural principles in all development
activities.

These architectural principles are listed in greater detail in Appendix 1, EA tables.

3.4. Information security principles

Openness forms the basis for open science and research. This is to some extent also
reflected in information security principles. The overall challenges associated with
data protection and information security for solutions and operations primarily relate
to user identification, service use, limiting use of the data processed by services, and
monitoring data usage. The integrity and indisputably of source data are two infor-
mation security issues that require particular attention, and they must be properly
managed and ensured.

General information security principles have been defined on the basis of eight dif-
ferent security perspectives:

e Administrative security

e Personnel security

e Physical security

e hardware security

e Software security

e Communications security
e Data security

e Operational security

Name Priority Description
Data protection
Personal privacy protection Critical Data relating to individuals will be protected at all processing stages.
Anonymisation important | General-use research datasets will be anonymised so that individu-

als cannot be identified if the data is re-used. Alternatively, people
are separated from their data so that it is impossible to identify a
person on the basis of the research data alone without access to the
population register.

Consent management Critical User rights for personal information are verified by a comprehensive
system of consent management in the use and surrender of data

Administrative security

Classification and risk assessment Critical Information is classified according to its sensitivity and an impact as-
sessment of the consequences of a leak

Reporting anomalies in information security Critical Anomalies in information security are reported and appropriate
measures are taken

Assigning roles important | Assigning roles. Service users have clearly assigned roles (such as
owner, responsible leader, member).
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Reliable actors important | Organisations that store important sensitive data or operators that
provide agreed services should adhere to best practices in infor-
mation security — for example, they must meet pre-determined crite-
ria set by certification organisations (ISO 27001 standards, VAHTI

guidelines).

Service level agreements important | Service providers' tasks have been defined in the service agree-
ment.

Personnel security

Training for service users important | Users must understand the environment's usage policies and their
own role in ensuring information security, and sign agreements to
this effect.

Reliable and certified service administra- important | Administrators must understand the sensitive nature of the data and

tors act accordingly. Administrators sign non-disclosure agreements.

Organisation's responsibility for personnel important | The organisation has appropriate personnel recruitment and termi-

competence and tasks nation processes, and personnel have sufficient competence for
their tasks

Dangerous task combinations Critical Dangerous task combinations must be identified and avoided. In

ambiguous cases, the use of two-person teams is recommended.

Physical security

The service provider must make adequate Critical Access to technical and maintenance areas must be appropriately
provisions for physical security controlled.

Communications security

Sensitive data cannot be transferred out of Critical Technical solutions are used to prevent the unauthorised transfer of
a protected environment data out of a protected environment. Personal agreements are used
to manage residual risk

Encrypted connections and data transfer Critical All communications connections are appropriately encrypted.

channels

Communications and service use logged important | The service must be adequately logged and analysed. Logs should
be treated as sensitive data and their digital preservation must be
ensured.

Contacting services important | The service can only be used from an identified IP address. A user

may be granted appropriate access to a protected environment on
the basis of a risk evaluation

Real-time detection of information security important | Real-time IDS (Intrusion Detection System).
anomalies

Hardware security

Data transfer important | Sensitive materials can be transferred only between trusted environ-
ments. The integrity of the trust chain is maintained.

Safeguarding the trust chain Critical Only contacts from provenly reliable systems will be permitted

Equipment security important | Organisations must ensure the appropriate and up-to-date infor-
mation security of their equipment.

Decommissioning equipment important | Information security must be ensured in the decommissioning of all
equipment.

Software security

Software information security Critical New software is tested in a test environment before its introduction,
and all information security updates are made without delay.

User software Critical The risks associated with software and virtual machines introduced
into the environment by users should be assessed on a case-by-
case basis.

System updates important | Operating systems and software are regularly updated. A responsi-

ble organisation has been appointed
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Data security

Continuity and recovery plans important | Continuity and recovery plans consider the sensitivity of data and

seek to protect it under all circumstances.

Recording the surrender of sensitive mate- important | The transferer must keep records of the surrender of any sensitive
rials data, and these records must be preserved in the agreed manner.
Surrendering required data important | Unless there are restrictions relating to information security or copy-
right, the data that can be surrendered for research should not
needlessly restricted.
Operational security
Reliable identification Critical Users are reliably and fully identified in a standardised manner in all

areas of the service.

Unique user IDs

Critical All user authorisations are granted on the basis of a user's role. Us-
ers are linked to their roles using a personal ID. The ID is also or-
ganisation-specific

Virus and malware IDs Critical The environment's servers are automatically scanned for viruses

and malware.

Security regulations for the use of confidential data are described in more detail in
the Framework for open science for Using Sensitive Data in Research. Several of the
most important principles have been collated below.

Sensitive data means data that is, for example:

classified no higher than protection level Il or IV according to Section 9
of Government Decree 681/2010

a confidential official document as specified in Section 24 of Govern-
ment Decree 621/1999

sensitive data as specified in Section 11 of the Personal Data Act
(523/199)

data relating to samples and their processing as specified in Section 3 of
the Biobank Act (688/2012)

data about associations and foundations collected by Statistics Finland,
excluding the public data specified in Section 18 of the Statistics Act
(280/2004)

Services that handle sensitive data must ensure that personal privacy, trade secrets
and information security are not compromised.

Information security principles and requlations are described in greater detail in

Appendix 1

, EA tables.

4.  Architectural policies — conceptual level

4.1. Strategic policies for open science

This framework for open science supports the key strategies and principles of open
science and research that are described in the Open Science and Research Handbook.
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Science belongs to everyone. Science can be democratised and its impact increased
through the use of new operating models for open science and research. The digitali-
sation and opening up of the research process creates new opportunities for coopera-
tion and communication, not only for researchers but for everyone who is interested
in research. Openness provides potential for change. A key aspect of this change is
to ensure that upcoming young researchers working outside research infrastructures
have equal opportunities to access data. Openness gives everyone a principled op-
portunity to engage in research, criticise or affirm research findings, and promote re-
search in accordance with their abilities. This increases people's trust in science and
boosts corporate activities, but increasing critical thinking and scientific literacy in
society are equally important.

Openness in science has always sought to promote high quality and good practice,
and to prevent low-quality and counterfeit research. The self-correcting nature of sci-
ence requires transparency and repeatability in research. Openness improves the
quality of research, as openly available findings and data enable scientific observa-
tions to be questioned and verified. In this way, science advances and corrects itself
more rapidly and with fewer overlaps. With the aid of open science and research, we
seek to promote sustainability, usability, access and trust in research. Ethical open-
ness should be the natural default in research. Research findings and data should be
easily discoverable and accessible in the long term as well.

Best practices to promote open science and research consist of common, binding eth-
ical guidelines for research; good methods for managing research data; and basic
principles for openness, including recommendations that expand on them. In 2012,
the Finnish Advisory Board on Research Integrity (TENK), which was appointed by
the Ministry of Education and Culture, worked with the Finnish research community
to update its ethical guidelines on good scientific practices and how to handle any
suspected violations.

Open science and research is a continuum that covers both working culture and the
entire research process. Research data, along with its associated expertise and under-
standing, is divided among a variety of actors, networks and communities within the
research system. In such a system, we can increase openness both internally — by
opening up and jointly developing research management processes and operating
models — and externally, by opening up the entire process and its parts to other re-
searchers and society as a whole, thereby giving others the chance to use data, meth-
ods and findings.

Openness and well-managed research findings lead to high-quality operations and
results: honesty, diligence, and accuracy. The same naturally goes for research data,
for which the characteristics of high quality also include usability and availability,
integrity and accuracy, openness and confidentiality. High-quality data is a central
requirement for the good management of research data. When research data is well
managed, data is not altered without reason, data is not corrupted or lost during pro-
cessing, and the accuracy and quality of data can be relied upon. These are absolutes
that cannot be compromised without justification. However, measures to ensure data
quality and accuracy should always be scaled to the data's significance and im-
portance. The greater the importance of the data, the greater the effort that should go
into ensuring quality and accuracy. How data is managed depends on what it is being
used for, and thorough documentation and description is important.

In addition to the above, strategic policies that steer science and research have also
been described in:

APPROVED




B .. ' AVOIN TIEDE

7= JATUTKIMUS

Framework for Open Science and Research 3.2.2016 15 (49)

e The Government Programme Finland, a land of solutions - Agreement on the
new Government Programme reached. http://valtioneuvosto.fi/docu-
ments/10184/1427398/Ratkaisujen+Suomi_EN_YHDIS-
TETTY_netti.pdf/8d2ela66-e24a-4073-8303-ee3127fbfcac.

o “More effective use will be made of the resources of science and re-
search. The effectiveness and commercialisation of research findings
will be strengthened. The profiles and respective responsibilities of
higher education institutions and research institutes will be clarified
and cooperation between them will be increased. Knowledge and ex-
pertise will be pooled in competitive centres of excellence. Higher ed-
ucation institutions and research institutes will be required to produce
a proposal on their respective responsibilities and faculties’ and re-
search units’ closer cooperation. Regional centres of excellence and
powerful hubs representing specific fields will be provided with fi-
nancial support. Account will be taken of the effectiveness and com-
mercialisation of research findings in the steering of public research,
development and innovation funding, as well as in incentives chan-
nelled towards research institutes and higher education institutions.”

o “Innovation and service platforms will be promoted in sectors where
the public administration plays a role in terms of the functioning of
the markets. Such sectors include mobility as a service, health care,
learning and the Industrial Internet. The introduction of new technolo-
gies, digitalisation and new business concepts will be promoted by
legislative means. With the help of open data and the better use of
data resources, favourable conditions will be provided for new busi-
ness ideas.”

e European Research Area and Innovation Committee (ERAC) 2015. European
Research Area (ERA) Roadmap 2015-2020. http://era.gv.at/object/docu-
ment/1845/attach/ERA_Roadmap_st01208 enl5.pdf

o A roadmap for ERA Member States, 2015-2020. The roadmap identi-
fies key implementation priorities that will have the biggest impact on
science, research and innovation systems in Member States. It is up to
Member States to put the recommendations into practice. Member
States' progress and national roadmaps will be monitored.

e OECD 2015. Making Open Science a Reality. https://www.innovationpoli-
cyplatform.org/sites/default/files/DSTI-STP-T1P%282014%299-
REV2 0 0 0 O.pdf

o Presents an overview of open science and the OECD's principles, rec-
ommendations and best practices, which are based on country reports
and extensive expert analyses (in which Finland has also been in-
volved). The OECD's recommendations are highly recommended but
not binding.

e FIRI Expert Group 2013. Finland’s Strategy and Roadmap for Research In-
frastructures 2014—-2020. http://www.aka.fi/globalassets/awanhat/docu-
ments/firi/tutkimusinfrastruktuurien strategia ja tiekartta 2014 en.pdf

o Guidelines for the Finnish national research infrastructure ecosystem
and its connections to the rest of the world. To be implemented using
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FIRI funding. The roadmap seeks national and international collabo-
ration, to boost the shared use of infrastructures, and to activate joint
investment.

e ESFRI 2011. Strategy Report on Research Infrastructures — Roadmap 2010.
https://ec.europa.eu/research/infrastructures/pdf/esfri-strateqy re-
port and roadmap.pdf

o A document that steers European cutting-edge research infrastructure
and its funding. Lists both the Commission's tasks and recommenda-
tions for Member States.

e European Commission 2012. A Reinforced European Research Area Partner-
ship for Excellence and Growth (COM(2012) 392). http://ec.europa.eu/eu-
raxess/pdf/research policies/era-communication_en.pdf

o One of three papers published in 2012 outlining the Commission's
aims with regard to open science. The idea is to fully leverage invest-
ments in research and create structures that facilitate researcher mo-
bility. Gender equality is also highlighted.

e European Commission 2012. Commission recommendation on access to and
preservation of scientific information (C(2012) 4890). https://ec.europa.eu/re-
search/science-society/document _library/pdf 06/recommendation-access-
and-preservation-scientific-information_en.pdf

o The Commission's recommendations to Member States on how to
promote open access to publications and data. Includes principles for
reporting on the follow-up to the recommendation.

e Towards better access to scientific information: boosting the benefits of pub-
lic investments in research, COM(2012) 401 final — July 2012. https://ec.eu-
ropa.eu/research/science-society/document_library/pdf 06/era-communica-
tion-towards-better-access-to-scientific-information_en.pdf

o The European Commission's vision on open science. This document
recognises that the playing field is changing, identifies measures that
have already been taken, and lists the next steps in achieving the vi-
sion.

e United Nations 1947. Universal Declaration of Human Rights
http://www.ohchr.org/EN/UDHR/Pages/Language.aspx?LanglD=eng

o Atrticle 27 (1) “Everyone has the right freely to participate in the cul-
tural life of the community, to enjoy the arts and to share in scientific
advancement and its benefits.”

4.2. The objectives of developing open science and research
The main reasons for drawing up and using this framework for open science are:

e The Open Science and Research Initiative's objective is to define the target
state of enterprise architecture in the field of scientific research, and to ex-
pand on and further specify the enterprise architecture descriptions produced
in the project. These descriptions will act as steering input for other architec-
ture and enterprise architecture projects in the field of science and research
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e The project will specify a framework that can be used in actual research ac-
tivities in all research organisations

e The Open Science and Research Initiative's enterprise architecture work de-
scribes the mechanisms that will enable the introduction of an open operating
model into science and research on a practical level. This operating model
should contain a variety of premises for openness; openness-promoting con-
tract models and processes; methods for the sustainable management of a
range of data resources and dataflows; and operating models that meet the
requirements for digital preservation to serve open research and science.

e The key point is that architectural steering will enable the creation of mecha-
nisms that will promote an open operating model whilst also preventing the
closing up and silo mentality of science and research.

The framework for open science seeks to create a configured functional/technical
overview of open research:

e Commonly agreed concepts to facilitate discussion

e To facilitate communications

e To facilitate discussion about roles and responsibilities
e To facilitate easy use of services and data resources

e To agree on measures.

This framework for open science constitutes the target state that
enables opening every stage of the research process and

accelerating scientific activities, while supporting a new, agile and
collaborative way of doing science and research

The key strategic policies in the field, along with development requirements and ob-
jectives, are listed in more detail in Appendix 1, EA tables.

4.3. Business services

Open science and research is supported by a wide spectrum of services. These ser-
vices are roughly grouped under the key stages of the main research process, using
Archimate notation. The main science and research process is described in more de-
tail in Section 5.1.

The model uses the following symbols:
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<realization>
A use case implements a process stage

<used by>
—| A use case that
uses a service

<service>

(:)) ( <service> (D)

<specialisation>

A special case of a ——

service (

) ()
<subservice>

<realization>
An application service
implements a

—

<service> C) C

<realization>

An application service
implements a service

[ <redlization> |
A service implementation
implements an application

R

service

. ]
subservice — —
( <Application service> ) ( <Application service> )

<used by>

An application service that
uses a data warehouse

<data resource>

i

A service is a functional business entity that fulfils a particular requirement.

A subservice is a special case of a service.

An application service is a logical information system service that is implemented
by an application.

A service implementation is a service realization (application etc.) that implements
a logical IT service.

A data resource is a significant dataset that may be either centralised or decentral-

ised.

Highest-level services are grouped under the following use cases or service pack-

ages:
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Open science and research can be supported by a broad spectrum of services at all
stages of the process. The green rectangles depict the main stages of the research
process, which will be described in more detail later in this document.

The services and their supporting IT systems are described in more detail in Appen-
dix 3.

The following diagram shows an example of the services and IT systems that support
a specific use case.
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Research Pro ect — Data
Research per@ ] Research
|nformat|on management management
service management
service tool plannlng tool

4.4. Stakeholders

The key stakeholders and actors involved in the processes, activities and services of
open science and research are naturally research organisations — and institutions of
higher education and research institutes in particular:

Universities of University Finnish Food Geological Finnish
Universities applied Bosnials Saf Survey of Meteorological
sciences P Authority Finland Institute
Natural - . - VTT Technical The National
T e National Land Finnish Radiation and Research Institute for
- Survey of Environment Nuclear Safety
Institute Finland Institut Authori Centre of Health and
Finland fnian nstitute uthority Finland Ltd  Welfare (THL)
Finnish Finnish :
Institute of Institute of ‘;sng:::‘::‘i? University National National
Occupational International R h libraries library Archives
Health Affairs eseanc
Municipality- Foundation- -
owned based r:;:'aa::h
research research institut
institutes institutes INSTITULES
Other stakeholders are:
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Organisations Research Research Research
Research support Other
that steer and networks stakeholder reference service stakeholders
fund research groups groups providers
-i“im séfulsla:lrxéaﬁon researchors Unifi esc
Academy of Finland ) TUHA team
networks
Ministries research teams Fueio National Library
AAPA
TEKES
o~ e == Font SOt
— publicrescarch TUNES Ministry of Finance
funds ms:mds;rsﬁm Tutkas Statistics Finland
Companies
TSV
The National Institute
Municipal actors Citizens Council of Finnish for Health and Welfare
Academies (THL)
= et - o iy oot
Compan an
EU-external financiers nss'::iﬁons Library of Parliament MR I

Stakeholders are listed in greater detail in Appendix 1, EA tables.

4.5. Conceptual model

4.5.1. Key concepts and their relationships

Concepts help us to form and describe a shared, high-level understanding of open
science and research as a whole.

Concepts are a key factor in interoperability: a systematically defined set of concepts
enables both people and IT systems to operate effectively. It also enables the seman-
tically interoperable exchange of information, thereby promoting openness and the
implementation of research.
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TEACHING
an interactive activity with
Jearning s its gosl

 package comprising the knowiedze;
skills, experiznce and operating
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way that will le2d to the desired

RESEARCH INFRASTRUCTURE

the available centralised, decentralised or virtual tols,

‘=quipment, networks, databases, datasets and research

services that enable research to be conducted throughout il
stages of the process

PEDAGOGICAL COMPETENCI
a demonstrated skill for
teaching and steering
Ieaming situations

3 proven.

kil for independent scientif
research and managing knowlehde in
one’s own fisld

ENPERT TASK
hamessing research expertisin
activities outside your own reszarch

RESEARCH METHOD

2 systematic, documentsd and
abjective way of o

COMPETENCE
2 way of exprassing thata
persan fulfls the specified

requirements

RESEARCH RESOURCE

Expert tasks incluce e.5, svslustions,
‘the tangible, financial, socizl and human rescurces that

pasitions of frust, and

ing research in
 wiay that generates research results

memzrip:

RECOGNITION
a display of respect given for the actor's

work or activities
are auailable to the research project and enable

research to be conductad

Tris could be, for sxample, swards or hanours

Resources include &.g. the peopi='s working hours, the
available infrastructure, and funding,

RESEARCH GROUP

topic and have o principal investigator
responsible for the group

RESEARCH PROJECT.

RESEARCH TECHNIQUE
‘the technique selected to conduct the:
ressarch on 3 practical kevel, and which
‘determines the rules for data collection
and analysis

'RESEARCH QUTPUT
o unique entity that communicates
information bout completed

o woy of arganising reseorch plun and effart to examine
@ research question in relation to the research team's
available resources and schedule with the gim of

‘generating reseorch results

implementation of research, and also how
the auilable results relate to existing
knowiedge ond evpected outputs

RESEARCH TOPIC

RESEARCH RESULT
@ chosen perspective on a research

the solution to the research problem

RESEARCH ORGANISATION

RESEARCH ACTOR
an organisstion in which research is

topic thot is examined using @ research
method

RESEARCH IMPACT
the change ochieved through the
2 participant who participates or is

RESEARCH
included in rassarch activities

proceeds of research results and
creative octivities that
seek to inerease existing knowledige

Research may refer to research activities

in general or a specific study.

Fquality assessment and inspection process
‘developad by the sdentific community in.
which professionals in the same field give a

statement on 3 research result and the
quality level of the research used to achi
it

SCIENTIFIC IMPACT OF RESEARCH
a qualitative or quontitative change
achieved in the scientific community or

environment

autanomous critique to confirm
the scientific quality level of
research results and determing

SOCIETAL IMPACT OF RESEARCH

ICE
nstitutionalised knowledge about the

their valus
natural world, humans and society, and
ways of systematically generating that
knowiedge
RESEARCH ENVIRONMENT
isformed from research actors' operating

models, cooperation models, expertise
and sarvices




i\« ' AVOIN TIEDE
7= JA TUTKIMUS

The following diagram shows the concepts above in a more readable font size:

RESEARCH INFRASTRUCTURE
the available centralised, decentralised or virtuzal tools,
=quipment, networks, databases, datassts and reszarch

services that enable research to be conducted throughout all

stages of the process

RESEARCH RESOURCE
the tangiblz, financizl, social and human resources that
are available to the research project and enable
research to be conducted

Resources include e.g. the people’s working hours, the
available infrastructure, and funding.

RESEARCH GROUP
@ group of resegrchers thot are
arganised around the some research
towic and have o principal investigator
Edhs e RESEARCH PROJECT
o research question in relation to the research teom’s
awsilobie respurces ond schedule with the oim of
generating research results

RESEARCH ACTOR
3 participant who participates or is
included in ressarch activities

RESEARCH ORGANISATION
an grganisgtion in which resegrch is
conducted

RESEARCH NETWORK
o union of actors engaged in research thot seeks
to incregse expertise and exchange and
dissemination of information within o particulor

topic

a way of organising research plan and effort to examine

RESEARCH METHOD
a systematic, documented and
objective way of conducting research in
away that generates research results

RESEARCH DATA
the material that is produced and/or
used during research, and which is
‘analysed with the aim of cnewering the
research problem

RESEARCH PLAM
decumentation thot describes the
bockground, objectives and
implementation of research, and also how
the avaiiobie reswlts relote to existing
knowledge and expected outputs

RESEARCH
systematic and cregtive octivities that
seek to increcse existing knowledge

Research may refer to research activities
in general or 3 specific study.

instituticnalised knowledge about the

natural world, humans and society, and

ways of systematically generating that
knowdedge

RESEARCH ENVIROHNMENT
is formed from research actors' operating
models, cooperstion models, expertise

and services
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TEACHING
an interactive activity with
lzarning as its goal

EXPERTISE
@ package comprising the knowledze,
skills, experience and operating
networks scquired by an actor, which
can be harnessed to perform tasks ina
way that will lzad to the desired

ACADEMIC COMPETEMCI
& proven skill for independent scientifi
reszarch and managing knowlshds in
ane's own fisld

PEDAGOGICAL COMPETENCI
a demonstrated skill for
teaching and steering
learning situations Do b gemionstrated with, for Emampls, s

Wesdmic mezres or pusiizhing st

EXPERT TASK
harnassing ressarch expertizs in
activities outside your own ressarch

RECOGHNITION
a display of respect given for the actor's
wiork or activities:

COMPETENCE
= way of expressing that 3
person fulfils the specifisd
requirements

Swpert besis include =.5, svslustions,
pesitions of trust, and
memberships

This could be, far exemple, =wards ar hanaurs.

MERIT
the expertise-based positions,
competancies and recognition that
rasults from research

OUTCORME OF RESEARCH ACTIVITIES
the h outputs and merit that
grise from research

RESEARCH OUTPUT
0 unique entity thot communicates
information about completed
resegrch and the resuits it
generated

RESEARCH TECHMIQUE
tha technigue selectad to conduct the
res=arch on & practical level, and which
determines the rules for data collection
and analysis

RESEARCH IMPACT
the change achieved through the
proceeds of resegrch results and
activities

RESEARCH RESULT
RESEARCH TOFIC the solution to the research problem
o chosen perspective on o ressarch
topic that is examined using o research
method

PEER REVIEW
9 quality assessment and inspection process
developed by the scientific community in
wihich professionals in the same field give &
statement on a reszarch result and the
quality level of the research usad to achievs
it

RESEARCH QUESTIOH
@ mare detailed
perspective on the
research problem

SCIENTIFIC IMPACT OF RESEARCH
@ qualitative or quantitotive chonge
achieved in the scientific community or
research environment

SOCIETAL IMPACT OF RESEARCH
cultural, social, financial or poiitical
change achiewed in society through
‘the proceeds af research resuits and
activities

EWALUATION
autonomous critique to confirm
the scientific quality level of
research results and determine
their value

The concept map is described in more detail in Appendix 2.

In addition to the concepts defined above, concepts describing the open science
and research field and its operating environment have also been defined and pub-
lished on the openscience website.

4.5.2. Research findings versus research output

This framework for open science for open science and research makes a concep-
tual distinction between a research findings and a research output.

The differences between the two are shown in the following diagram:
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Research material

Research data

*“input”

*Source data that is
collated or utilised

*The source data formalises
the properties of the
phenomena being studied

*The source data is

analysed and used as a
basis for producing

Research fj

*Answer to the research
question and/or solution to
the research problem.

sIncludes a value
judgement and opinion on
TEhtfjsigniﬁtl:janhcefcn‘dthe

inding and the finding's
significance; the scientific
community determines the
significance of the finding.

*The research finding

Research output

Research material

*"output”

+Physical output materials

*A unique research output

that is generated as a
research finding and

should be preserved
(article, code, other)

*A tool used to announce a
research finding.

research findings with the
aid of research methods
and the researcher's
competence.

describes the significance
of the research outputs

*The significance of a
research finding can
change am\%elop during
further research or the
assessment of results

A research finding refers to the actual answer obtained to a research problem or
question. The scientific value of a research is contained in its findings, and it is
this value that is evaluated and assessed by the scientific community.

A research output is a concrete manifestation — typically a publication — that is
used to describe the contents and findings of research. It is usually the means by
which the findings are published. A research output is the tool used to communi-
cate a research finding.

4.6. Actors and roles
The key actors and roles in open science and research are:

Leader of a

Principal
investigator (PI)

Researcher

Decision maker
(resource
allocation)

Publisher (IPR
owner)

Curator of
research
material

research group
or organisation

Editor (scientific
publication)

Member of
research
network

Peer reviewer

Producer of
research
material

Decision maker
(funding)

User of research
results and
output

Member of
research

support

These roles are described in more detail in Appendix 1, EA tables.

5. Architectural policies — logical level

5.1. The main open science process

This framework for open science does not express an opinion on exactly how re-
search should be conducted in different scientific fields. Research is seen to be a
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largely creative process that cannot, or at least should not, be described as an ex-
act workflow process.

The following section describes the central high-level process that enables open-
ness to be promoted in open science and research at all stages.

5.1.1. Key features of the process

The main research process is divided into six main stages that make science an
overall self-developing process in which new research and scientific activities uti-
lise, and are based on, previous research.

The main stages of the main science and research process are:
e Planning research
e Implementing research
e Managing research outputs
e Publication and dissemination
e Assessing findings

e Discover and reuse

Discover and reuse
« Utilising research findings
« Utilising research outputs
* Measurement

« Curating research outputs

* Defining the research problem

= Planning research

= Research environment specification
« Funding and resourcing research

* Organising research

Assessing findings

« Assessing findings, for example,
peer reviews

« Evaluating preservation needs

Research

» Choosing or developing research methods
» (Choosing and collating research data

= Processing research data

« Documenting research events

« Discovering and identifying research findings

Publication and dissemination
« Evaluating and publishing research outputs . N T
« Distributing research outputs Managing research outputs
« Communicating research findings » Generating research outputs and describing research findings
« Ensuring long-term accessibility « The storage and preservation of research oufputs and methods

5.1.2. An open process accelerates new science

The open science and research process seeks to overhaul and accelerate scientific
and research activities.

The framework for open science harnesses openness to accelerate evolution in
science and research. With the aid of open architecture, new studies and ideas
can be launched at all stages of the research process. Currently, new science can
only be conducted at the end of the research process, using those outputs and pub-
lications that are discoverable and easily usable.
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Easy to find and utilize /4
publications, methods and data ¥

New research idea
New research problems by
searching metadata and

combining earlier research
New research plan based

on a new idea

Finding publications and researchers
active scientific debate

B Open research data

available to be used
in other research

‘\ projects

Combined data ready for
new scientific analysis

Validation of earlier research,
fast comparing of results

Publication leads to /4
further research ¥
elsewhere

/

Collaborative research outputs

5.1.3. Planning research
The preparation and planning phase involves both innovating and specifying the
research problem itself, and then planning and organising research:

1.4. Funding and 1.5. Organising
resourcing research research

1.1. Defining the 1.2. Planning research 13 .Research
environment

research problem o
specification

Choosing the question Planning how the Specifying the research  Ensuring any external Allocating resources to
or questions that willbe  research will progress, infrastructure and the preconditions for solve the research
answered during the and choosing which wider organisational conducting the problem

research, and which will datasets and methods and cooperative research

generate data to use and which operating environment

approaches to apply

Preparing for research begins with defining the research problem. Any infor-
mation about, or generated by, the research problem will be considered when
planning research and specifying the research environment. Funding and resourc-
ing affect how research is organised, and the goal is to allocate them in the opti-
mal manner to solve the research problem.

The Open Science and Research Handbook provides researchers with a concrete
data management checklist that lists openness-promoting tasks for the preparation
phase.

5.1.4. Research
During the implementation phase, research data is collected or existing datasets
are utilised, data is analysed, conclusions are drawn, and the key research findings
are identified.
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e el e research evenls i

method findings,

Deciding which collating a meaningful preprocessing, choices and actions are  interprefing the findings

research method to and logical collection of  processing and documented fo ensure  and reaching

apply or developing a research datasets analysing research that the research is, in ~ conclusions on the

new method datasets theory, repeatable basis of the newly
generated data and ifs
analysis

Both researchers' professional skills and the chosen scientific method are high-
lighted during implementation. The research method and the available processed
datasets provide answers to the research question. The documentation of research
events ensures high quality. Interpreting the answers obtained and drawing con-
clusions leads to the actual research findings.

The Open Science and Research Handbook provides a checklist for researchers on
how to promote openness with regard to datasets and data management.

5.1.5. Managing research outputs
The key task of this phase is to format both the findings and the concrete research
output with which the content and findings of the research will be communicated.
Typical outputs are articles, documents and publications, and methods, datasets
and patents.

3.2. The storage and

preservation of research

research findings outputs and methods
research outputs are managed research outputs and the
and descnibed in accordance methods used to produce
with agreed models and best them are securely stored and
practices preserved so that they are

discoverable and available for
re-use in accordance with the
agreed terms and conditions

Research findings are presented and described as research outputs using agreed
models and best practices. The outputs are securely stored, and their availability
and usability is ensured.

In some cases, managing outputs may also involve collaborative writing and its
associated tools.
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5.1.6. Publication and dissemination

A publication's task is to make research findings as easy as possible to evaluate
and utilise, and to communicate their significance.

(‘ 435"5:?;”3:;198:[:: 4.2. Distributing 4.3. Communicating 44 Ensuring long-term
r r Eutputs J research outputs research results accessibility

research oufputs are disseminating research  informing others about ensuring the long-term

evaluated and outputs after, and in research results care, preservation and

published or otherwise ~ addition to, first accessibility of the

made extensively publication structure, integrity and

available content of research
outputs in electronic
format

(4

It is recommended that publications are also issued as 'parallel publications' — that
is, are openly accessible to the entire scientific community and all those interested
in science without charge. It is also a good idea to publish other outputs, such as
research data, methods and other materials.

The Open Science and Research Handbook contains a good publication checklist
listing tasks that promote openness when publishing and distributing research
findings.

5.1.7. Assessing findings

The assessment of outputs and findings lends research findings scientific signifi-
cance. The dialogue and evaluation involved in assessment creates merit for both
researchers and, in particular, the research output being assessed.

9.1. Assessing

research findings it

evaluating the defining needs for the
significance of research  preservation and
accessibility of research

outputs

The scientific significance of research findings begins to form at the publication
phase, during the first peer review, but is mainly established during the assess-
ment phase and through further studies.
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The significance of research findings is assessed sometimes through peer review
and sometimes through references, citations and further utilisation.

5.1.8. Discover and reuse

Research outputs, findings, methods and data can be reused in all new research
and assessments:

6.1. Utilising research [ 6.2. Utilising research @ o0 (0
findings. outputs

applying information the modification and re-  monitoring the impact measures relating to

and expertise to benefit  use of research outputs  of research and its the preservation and

both the surrounding outputs and findings accessibility of research

community and further outputs that ensure

research their integnty and
usability

Discovering and reusing research involves applying information and expertise to
meet the requirements of — and benefit — both the surrounding community and
further research. When research is utilised, connotations, references and links to
earlier research increase. Curation enables data to be kept in a usable format, and
also manages its growth.

5.2. Decentralised architecture principle

The framework for Open Science and Research is partially based on decentralised
architecture, in which some data and datasets are stored decentrally in research
organisations' own data resources and services. Their metadata is saved in a cen-
tralised service, in which the methods, datasets and publications are easily search-
able and can be downloaded from their decentralised storage locations via a
downloading service:
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Research

Service

Service
However,
it is worth consolidating some data and services in shared services. Typically,
these are services for which institutions of higher education and research organi-
sations do not already commonly have existing services or data resources.

5.3. Master data, key information

Master data is identified by connecting the concept model to the open science and
research process. They are logical entities with fixed attributes. Master data are
those most central to the process — the data that moves between different actors,
IT systems and data resources, and whose interoperability is therefore vital. That
is, from both the perspective of ensuring interoperability and managing data.
When seeking to enhance interoperability, it is worth starting with the master
data.

Master data describe the main natural and logical items and sets of data required
in key processes.

Master data are identified from among the datasets used and produced within the
architecture by grouping data on the basis of their content, user need, and concept
hierarchy. This grouping can be used to describe both the relationships between
data and the relationships between the services that use and produce the data.

This version of the Framework for open science for Open Science and Research
has identified only preliminary master data and master data categories.

Research Research Research

~ Competence
Infrastructure resource publication

Researcher

Research Research
environment impact

Research Research
actor output

Research Research Research Research Research
team organisation project method data
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Research environment = is formed from research actors' operating models, co-
operation models, expertise and services

e Research resource = the tangible, financial, social and HR resources that
are available to the research project and enable research to be conducted

e Research infrastructure = the available centralised, decentralised or vir-
tual tools, equipment, networks, databases, datasets and research services
that enable research to be conducted throughout all stages of the process.

e Research project = a way of organising research plans and work to exam-
ine a research question in relation to the research team's available re-
sources and schedule with the aim of managing research findings.

Research output = a unique entity that communicates information about com-
pleted research and the findings it generated.

e Research publication = a tool used to announce a research finding based
on research efforts

e Research data = the material that is produced and/or used during re-
search, and which is analysed with the aim of answering the research
problem

e Research method = the technique selected to conduct the research on a
practical level, and which determines the rules for data collection and
analysis

Research impact = the change achieved by virtue of the research findings and
activities

e Expertise = a package comprising the knowledge, skills, experience and
operating networks acquired by an actor, which can be harnessed to per-
form tasks in a way that will lead to the desired outcome

e Merit = the tasks, competencies and recognition that are based on exper-
tise and arise through conducting research (a ready classification is availa-
ble for this https://confluence.csc.fi/display/tutki/Meriittien+luokitus) (in
Finnish)

¢ Indicator = a statistical identifier that describes a particular state or phe-
nomenon.

5.4. Logical data resources

The key data resources needed for openness can be identified from among the
master and other data required in the open science and research process. The
data in these logical data resources should be defined as standardised data ele-
ments, and it should be possible to ensure their integrity during information ex-
changes between individual actors and shared services.

The key logical data resources for open science and research are:
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In the target state, the data resources marked in light blue in the diagram are in-
tended to be centralised resources in which the data in question is centrally main-
tained.

The data resources marked in green are decentralised resources maintained by in-
stitutions of higher education, research organisations or financiers. It is worth not-
ing that, while user rights are decentralised, identification is carried out using fed-
erated services — in particular the current HAKA identification service.

Funding

Corig decision

Decentralised Shared

Twin-tone data resources have both a centralised resources and corresponding de-
centralised resources. It is worth synchronising these to the greatest possible ex-
tent. For example, Researcher Data is collated in a centralised data resource, but
institutions of higher education and research organisations typically maintain their
own data resources as part of their research IT systems.

5.5. Application services and their configuration
In the target state, the Open Science and Research Initiative's application services
and e-service environment are configured in accordance with the Service-Ori-
ented Architecture (SOA) principle to the applicable extent. The recommended
SOA principle corresponds to the following architectural principles used through-
out public administration?:

e Develop or acquire the system with a service-oriented approach

o The development or acquisition of an IT system should be based
on operational requirements. The first task is to define the opera-
tional requirements and processes, and the services they require.

e Avoid overlapping solutions

o An IT system that supports standardised operations should not em-
ploy overlapping technical solutions. Existing solutions should be
utilised and the development of parallel solutions should be
avoided. Reuse should be the default in IT system development

o Operating models should be standardised so that different organi-
sations can use shared solutions.

! Architectural principles for public administration 1.0
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e Ensure interoperability

o IT systems must support interoperability and enable the shared use
of all required information

o This interoperability requirement also covers services, products
and equipment

o IT system architectures must comply with standards, and their in-
teroperability with other IT systems should be ensured

o Particular attention should be paid to common standards for IT
systems and their open and documented interfaces.

e Minimise supplier dependency

o IT systems and applications must avoid commitments to closed
technological solutions (interfaces, specifications, code) and indi-
vidual product suppliers. Good supplier management coupled with
the use of open, standard-compliant solutions will promote the
achievement of this goal.

Service-Oriented Architecture (SOA) provides opportunities and isolates applica-
tion services into separate, independently functioning elements that combine ser-
vices as required. System functionality (business logic) is mainly kept behind the
software interface — the opposite is true of services, which can only be used via
the end user's user interface. It is then possible to utilise the application service in
question as a shared component in other services and functions. An openly docu-
mented interface means an interface with technology that employs some com-
monly recognised and documented protocol and file format. Another essential as-
pect of SOA services is semantic interoperability between data that is transferred
through the interface.

SOA principles are revolve around digital services and components, which are
therefore preconditions for system functionality. The use of service-based archi-
tecture does not dictate the standard technologies to be used. Instead, SOA sets
requirements for the application services themselves. The key principles that ap-
ply to SOA services are:

e Services should have different levels of granularity and be able to be used
as modular units

e Services should have well-specified and standard-compliant interfaces (in-
terface principles, open interfaces in particular)

e Services should be loosely coupled (integration principles)
e Services should be easily discoverable (service catalogue)

e Services should be business-oriented (not forgetting the technical support
services essential to the technical environment)

e Services should be reusable.

In the target state, the key application services in the Framework for open science
for Open Science and Research are based on mutually loosely coupled application
services or systems 'hidden' behind application services.

APPROVED



« ' AVOIN TIEDE
7= JA TUTKIMUS

1

Framework for Open Science and Research 3.2.2016 35 (49)

The most important SOA solution principles that should be adhered to in the de-
sign and implementation of Open Science and Research Initiative application ser-
vices are:

e Reusability

e A systematic approach

e Service from an operational perspective
e Technical and semantic interoperability
e Flexibility and expandability

It is worth noting that, in this context, an application service is not the same as an
application. An application service is an abstract service-based functional entity
that can be implemented using either one or more applications. Likewise, a partic-
ular application or collection of applications can cover several different applica-
tion services.

In the following section, the application services required by the framework for
open science for open science and research have been grouped under the stages of
the open research process, using the previously identified open science and re-
search services.

5.5.1. Logical application services that support open science and research

This is the summary of the logical application services that support the various
stages of the research process. It is based on a report by the Open Science and Re-
search Initiative's Service Working Group that provides a fuller description of the
processes and their associated services, application services and corresponding
service implementations.

Certain limitations were set in the report, and therefore also in the applicable sec-
tions of this summary. Most importantly, the limitations for the framework for
open science are the same as those for the service map. The service map also has
its own limitations in, for example, the naming of service implementations ac-
cording to the situation in 2015, the presentation of services under development,
its handling of services provided by international actors and networks, and the de-
scriptions of service implementations in research infrastructures. Some of the ser-
vices will be implemented as application services, some as other types of services,
and some as a combination of the two. These limitations will not necessarily be
evident in this summary.

Not all of the services will necessarily be required in all types of research or re-
search projects. In both the service map and this summary, training and advisory
services for research have been modelled as a single service. These types of ser-
vices are involved at all stages of the process covered by this report.

A service map is by nature a dynamic tool for describing aspects of processes and
services. These descriptions will change with the advent of new projects and re-
quirements. The service map will be further developed alongside the framework
for open science, as it has been to date, and the next version will contain an ex-
panded service map with more detailed descriptions of certain sections.

Not all of the service definitions will be given in this summary: they can be found
in the report itself or, where applicable, in the framework for open science. It is
not necessarily the task of the Open Science and Research Initiative to implement
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all of the application services listed in this summary, even though a need for them
has been identified for researchers or research. The application service map does
not therefore describe the current state, but rather the target state, and no line has
yet been drawn between services for which service implementations will be car-
ried out at a later date. The service implementations described in this summary
are examples that have at least some connection to the Open Science and Re-
search Initiative.

Neither does this summary express an opinion of whether existing service imple-
mentations are sufficient to implement each application service in a way that will
best support the creation of openness in science and research.

Common services

The Service Map for Open Science and Research contains common services that
are used at all stages of the main process. Typical common services relate to
identification, search functions, and information security.

Service Description

Training and advice Training and advisory services are required to uti-
lise other services. Training and advice is also pro-
vided as an independent service implementation;
for example, data archives offer training and ad-
vice from the perspective of curating research out-

puts.
User authorisation ser- User authorisation services manage users' role-
vice based authorisations.
Log service Log services manage user data and logs for IT sys-
tems in accordance with best practices.
Data transfer service Data transfer services enable data and outputs to

be transferred from one service to another.
Information security ser- | Information security services provide the security

vice services required by users and systems, such as
guidelines, advice and audits.
Identification service Identification services offer the opportunity to log

into an IT system and access the data it contains.
Social network service Social network services enable the formation of
networks in which every user can both actively
communicate with others and receive information.
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Planning research

Application services that support openness and preparing for research are:

e Data management planning tool
e Research plan management

¢ Project management tool

e Research permit service

e Researcher information service
e Collaborative research topic portal
e Funding source service

e Funding search service

e Publication search service

e Data search service

e Method search service

e Social network service.

Of these, the following have service implementations implemented or the follow-
ing services are currently being implemented:

e Publication search service (Juuli)
e Data search service (Finna, Etsin, Aila)

e Data management planning tool (Tuuli)

Research
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The application services that support research are:
e Research event information management system
e Method archive
e Research data archive
e Consent register
e Metadata service for methods
e Metadata service for data
e Research data archive
e Data search service
e Method search service
e Publication search service
e Study description service for data

Of these, the following have service implementations implemented or the follow-
ing services are currently being implemented:

e Publication search service (Juuli, Finna)

e Data search service (Finna, Etsin, Aila)
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Managing research outputs

o [z g | R
CmE o mre e DRt
ex ! [ 1 [
R S | T [

The application services that support the research are:

e Study description service for data

e Metadata service for data

e Publication archive

e Study description service for publications
e Metadata service for publications

e Classification service

e Study description service for methods
e Metadata service for methods

e Method archive

e Ontology services

e ID service

e Research data archive

e Digital preservation service

Of these, the following have service implementations implemented:

e Publication archive (local publication archives, national publication ar-
chives)

e Research data archives (IDA, Language Bank, Finnish Social Science
Data Archive)

e Study description service (Etsin)
e Ontology service (Finto)
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Publication and dissemination
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The application services that support publication and dissemination are:
e Publication service for data
e Metadata service for data
e Data portal
e Publication archive
e Publication service for publications
e Metadata service for publications
e Publication portal
e Invention disclosure service
e Publication service for methods
e Method repository
e Metadata service for methods
e Method portal
e Metadata catalogue
e Patent application service
e Digital preservation service
e Research data archive
e Trademark application service
e Research data portal

e Social network service.

Of these, the following have service implementations implemented:
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e Publication service for data (AVAA, Aila)

e Publication archive (local publication archives, national publication ar-
chives)

e Research data archives (IDA, Language Bank, Finnish Social Science
Data Archive)

o Digital preservation service (Language Bank, Finnish Social Science Data
Archive, NDL-LTP, ResearchLTP)

e Research data portal (CRIS)
e Publication portal (Juuli)

Assessing findings

The application services that support the assessment of findings are:

e Invention disclosure service

e Classification service

e Patent application service

e Trademark application service

e Collaborative research topic portal

e Social network service.

Of these, the following have service implementations implemented:

e Classification service (Publication Forum)
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Discover and reuse

The application services that support the discovering and reusing of findings are:

e Publication search service

e Data search service

e Method search service

e Metadata search service

e Classification service

e Ontology services

e D service

e Study description service for data

e Study description service for publications
e Study description service for methods
e Digital preservation service

e Invention disclosure service

e Patent application service

e Trademark application service

e Collaborative research topic portal

e Social network service.

Of these, the following have service implementations implemented:
e Classification service (Publication Forum)

e Digital preservation service (Language Bank, Finnish Social Science Data
Archive, NDL-LTP, ResearchLTP)

e Publication search service (Juuli, Finna)

e Data search service (Finna, Etsin, Aila)
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e Ontology service (Finto)

5.5.2. Application services identified as shared services
The architecture for open science and research is mainly based on decentralised
architecture in which a particularly large proportion of research data resources
(projects, publications, methods, datasets and data) can be decentralised and
found through shared services with the aid of metasearches and metaindexing.

However, if no individual institutions of higher education or research organisa-
tions currently have extensively implemented application services for a particular
aspect of open science and research, it is worth developing such new application
services centrally.

The key application services that have been identified as, and are recommended to
be, shared services are:
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In particular, it is worth consolidating decentralised data collation services and
accessibility services into a jointly developed application service. The optimal uti-
lisation of science and research requires all research-related data to be easily dis-
coverable and accessible to the entire research and scientific community.

The following have not yet been extensively implemented at individual institu-
tions of higher education and research organisations or, if they have been imple-
mented, it is not worth implementing them decentrally:

e A shared service that collates data from a variety of sources?
o A research dataset search, storage and download service

2 Datasets, methods and publications can also naturally be searched, stored and downloaded from the primary
source.
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o A research method search, storage and download service
o A publication search, storage and download service

e Researcher information service

e Arresearch project portfolio

e Research permit applications and administration

e Data-intensive data processing services (heavy processing)

e Long-term accessibility

e An indicator service; forms part of the Ministry of Education and Culture's
official data collection.

5.6. Integration model and dataflows

Connecting shared services to decentralised local data resources and services oc-
curs with the aid of an integration service or integration model.

A systematic integration model seeks to solve, for example, the follow challenges:
e architectural complexity
e overlapping services and solutions
¢ inconsistent methods and procedures

e undocumented interfaces.

The various components of a decentralised system can typically be combined us-

ing one of the following three main integration models:

Point-to-point

Technically most ef-
ficient

Most laborious to
control in large-scale
implementations

Hub-and-spoke
Reusability with
adapters

Benefits via data
models

Complexity shifts in-

ESB

Provides asynchro-
nous and reusable in-
terfaces and messag-

ing
Ease of change

e Reusability requires side the point e Monitoring
agreement
Performance Hybrid Manageability
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When the aim is to collate data in centralised services at either metadata level or
as such, either the Hub-and-spoke model or an Enterprise Service Bus (ESB) so-
lution is typically employed.

The key information exchange requirements and use cases for the framework for
open science for open science and research are:

e Reporting and data storage — during research implementation and research
management

e Data consistency between operational systems — the integrity and contex-
tuality of the transferred data; for example, in which study or by which re-
searcher has the data been produced?

e Data or IT system migrations and consolidations — standardising applica-
tions and systems

e Core data management — the controlled use of data

e The exchange of information between organisations that produce research
materials; data collection and distribution (both nationally and internation-

ally).

In the target state, it is recommended that information exchange within the Open
Science and Research Initiative is mainly carried out using connected logical data
resources and, in particular, services that comply with SOA principles. Effective
and well-managed integration is required to achieve acceleration targets in open
science and research. When it comes to establishing and operating connections
and managing their messaging, using a centralised integration solution with a
set of rules to steer integration offers a significant advantage.

A centralised integration solution manages the movement of data between differ-
ent components of the system. Information exchanges between systems can usu-
ally employ one of two main strategies: orchestration or choreography.

Orchestration

Orchestration is based on a model in which collation logic and control are per-
formed centrally; for example, using processes modelled on the process motor,
typically through either a centralised integration solution or an ESB.

Service Service |
A s
v v
ESB, bus, process control l
. " .
) J \ J
Service Service l
Choreography

Choreography is based on a decentralised model in which the collation logic and
operating process have no single owner or controller. Typically, the parties partic-
ipating in the choreography process must exchange their own rules for interaction.
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This solution does not require a centralised integration tool or an ESB, but can
employ component-specific tools.

Service +¢ -~ Service
“ e -
v e N ¥
Service le—» Service

The main difference between orchestration and choreography is that the exchange
of information is controlled by a central party in orchestration and between the
parties in choreography.®

In the target architecture, the aim is to base the integration model on a controlled
orchestration model, even though the majority of current system implementations
have employed choreography. It is worth noting that, in practice, the application
logic in all information exchange models is more or less divisible between the
process control logic and the application services' code itself.

It is recommended that the exchange of information between the various parts of
the Open Science and Research Initiative is implemented with an orchestration
model, using a centralised integration solution that collates data or metadata from
decentralised elements into shared services.

An integration service can be used to implement services and application ser-
vices that facilitate and accelerate research efforts, and strengthen research
at its very core.

If there are extensive partial solutions and partial systems to be found within the
Open Science and Research Initiative, internal data exchanges within these solu-
tions can utilise the partial system's or the organisation's internal integration solu-
tion. However, these partial systems should be able to be logically connected to
the Open Science and Research Initiative's centralised integration solution and
thereby to other services and data sources in accordance with the logical applica-
tion service entities and data resources.

The recommended centralised integration service for open science and research is
connected to many different services as shown in the following diagram:

% Nicolai M. Josuttis. SOA in Practice - The Art of Distributed System Design. O'Reilly Media, 2007
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The integration solution's internal services

The integration solution depicted above in red is a centralised application service
that transfers data between application services and data resources. The core of
the actual integration layer is the messaging service that sends and (when re-
quired) modifies messages, and transfers data and messages between application
services and applications. It consists of several services. The key basic functional-

ities are*:

Integraatio

b4 = [¥]
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= |oa| ]
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The integration solution's key internal functions are:

1

Message bus
A message bus provides applications with a number of shared in-
terfaces that enable messaging between applications.

b

Channel adapter
With the aid of a channel adapter, an application can send and re-
ceive messages from a messaging system.

I

Message channel
A message channel connects applications. One application writes
information to the channel and the other reads it from the channel.

i

Message router
A message router passes messages to the correct recipient on the
basis of the message content.

4 See. http://www.enterpriseintegrationpatterns.com/patterns/messaging/index.html
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Message translator

A message translator converts a message from one format to an-
other. The translator converts messages both structurally and con-
tent-wise.

Message filter
A message filter removes undesired messages on the basis of pre-
specified criteria.

Splitter
A splitter breaks a composite message into a series of separate
messages, each containing data related to one item.

m]
v
ooo

8 —+0 Aggregator

An aggregator collects (and stores) individual messages until a
complete set of related messages has been received. The aggrega-
tor then publishes a single message distilled from the individual
messages.

[]-»o Content filter
A content filter removes unimportant data items (from the recipi-
ent's perspective) from a message.

a-s[] Content enricher
A content enricher accesses a previously specified data source to
augment a message with missing information.

Envelope Wrapper
An envelope wrapper contains application data in a format that is
compliant with the messaging infrastructure.

Datatype channel
A datatype channel is a special message channel that can only
transfer a particular type of message.

ﬂ

Control bus

A control bus is used to administer the integration system. A con-
trol bus uses the same messaging mechanism used by the applica-
tion data, but employs a separate channel to transmit the data re-
quired to manage the components involved in the message flow.

—

Message store
A message store is a data resource that stores message data/infor-
mation about messages.

Process manager
A process manager determines and controls the integration process.

B

Enterprise Service Bus (ESB)

In addition to using message-based and bulk-data compilations, the integration
service for open science and research can be expanded into an ESB in which mes-
saging and service calls between application services are controlled centrally. An
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ESB can call not only individual messages but also application services, and can
use service interfaces to transfer and receive data about service interfaces.

If necessary, an ESB can be supplemented by a process motor, which can be used
to model and automate complex message traffic.

6. The initial state in a nutshell

The services in existence at the start are described in more detail in a separate ta-
ble in Appendix 3.

7. Appendices
Appendix 1, EA tables

Appendix 2, Conceptual model
Appendix 3, Service map
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